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Summary

CVE CVE-2019-1728

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-15 17:29:00 UTC

Updated 2019-05-21 13:29:00 UTC

Description A vulnerability in the Secure Configuration Validation functionality of Cisco FXOS Software and Cisco NX-OS Software could allow an authenticated, local attacker to run arbitrary commands at system boot time with the privileges of root. The vulnerability is due to a lack of proper validation of system files when the persistent configuration information is read from the file system. An attacker could exploit this vulnerability by authenticating to the device and overwriting the persistent configuration storage with malicious executable files. An exploit could allow the attacker to run arbitrary commands at system startup and those commands will run as the root user. The attacker must have valid administrative credentials for the device.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Firepower 4110 - All All All

Hardware Cisco Firepower 4110 - All All All

Hardware Cisco Firepower 4115 - All All All

Hardware Cisco Firepower 4115 - All All All

Hardware Cisco Firepower 4120 - All All All

Hardware Cisco Firepower 4120 - All All All

Hardware Cisco Firepower 4125 - All All All

Hardware Cisco Firepower 4125 - All All All

Hardware Cisco Firepower 4140 - All All All

Hardware Cisco Firepower 4140 - All All All

Hardware Cisco Firepower 4145 - All All All

Hardware Cisco Firepower 4145 - All All All

Hardware Cisco Firepower 4150 - All All All

Hardware Cisco Firepower 4150 - All All All

Hardware Cisco Firepower 9300 - All All All

Hardware Cisco Firepower 9300 - All All All

Hardware Cisco Mds 9000 - All All All
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Hardware Cisco Mds 9000 - All All All

Hardware Cisco Mds 9000 - All All All

Hardware Cisco Mds 9100 - All All All

Hardware Cisco Mds 9100 - All All All

Hardware Cisco Mds 9200 - All All All

Hardware Cisco Mds 9200 - All All All

Hardware Cisco Mds 9500 - All All All

Hardware Cisco Mds 9500 - All All All

Hardware Cisco Mds 9700 - All All All

Hardware Cisco Mds 9700 - All All All

Hardware Cisco Nexus 3000 - All All All

Hardware Cisco Nexus 3000 - All All All

Hardware Cisco Nexus 3100 - All All All

Hardware Cisco Nexus 3100 - All All All

Hardware Cisco Nexus 3100-z - All All All

Hardware Cisco Nexus 3100-z - All All All

Hardware Cisco Nexus 3100v - All All All

Hardware Cisco Nexus 3100v - All All All

Hardware Cisco Nexus 3200 - All All All

Hardware Cisco Nexus 3200 - All All All

Hardware Cisco Nexus 3400 - All All All

Hardware Cisco Nexus 3400 - All All All

Hardware Cisco Nexus 3500 - All All All

Hardware Cisco Nexus 3500 - All All All

Hardware Cisco Nexus 3524-x - All All All

Hardware Cisco Nexus 3524-x - All All All

Hardware Cisco Nexus 3524-xl - All All All

Hardware Cisco Nexus 3524-xl - All All All

Hardware Cisco Nexus 3548-x - All All All

Hardware Cisco Nexus 3548-x - All All All

Hardware Cisco Nexus 3548-xl - All All All

Hardware Cisco Nexus 3548-xl - All All All

Hardware Cisco Nexus 3600 - All All All

Hardware Cisco Nexus 3600 - All All All

Hardware Cisco Nexus 5500 - All All All

Hardware Cisco Nexus 5500 - All All All
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Hardware Cisco Nexus 5600 - All All All

Hardware Cisco Nexus 5600 - All All All

Hardware Cisco Nexus 6000 - All All All

Hardware Cisco Nexus 6000 - All All All

Hardware Cisco Nexus 7000 - All All All

Hardware Cisco Nexus 7000 - All All All

Hardware Cisco Nexus 7700 - All All All

Hardware Cisco Nexus 7700 - All All All

Hardware Cisco Nexus 9000 - All All All

Hardware Cisco Nexus 9000 - All All All

Hardware Cisco Nexus 9200 - All All All

Hardware Cisco Nexus 9200 - All All All

Hardware Cisco Nexus 9300 - All All All

Hardware Cisco Nexus 9300 - All All All

Hardware Cisco Nexus 9500 - All All All

Hardware Cisco Nexus 9500 - All All All

Operating System Cisco Nx-os All All All All

Operating System Cisco Nx-os All All All All

Hardware Cisco Ucs 6248up - All All All

Hardware Cisco Ucs 6248up - All All All

Hardware Cisco Ucs 6296up - All All All

Hardware Cisco Ucs 6296up - All All All

Hardware Cisco Ucs 6332 - All All All

Hardware Cisco Ucs 6332 - All All All

Hardware Cisco Usc 6324 - All All All

Hardware Cisco Usc 6324 - All All All

Hardware Cisco Usc 6332-16up - All All All

Hardware Cisco Usc 6332-16up - All All All

References

Reference Source Link Tags

Cisco FXOS and NX-OS Software Secure Configuration Bypass Vulnerability CISCO tools.cisco.com Vendor Advisory

Malformed Request BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5600
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_5600
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_6000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_6000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7700
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7700
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9200
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9200
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9300
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9300
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9500
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9500
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6248up
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6248up
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6296up
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6296up
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6332
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ucs_6332
http://cve.report/vendor/cisco
http://cve.report/software/cisco/usc_6324
http://cve.report/vendor/cisco
http://cve.report/software/cisco/usc_6324
http://cve.report/vendor/cisco
http://cve.report/software/cisco/usc_6332-16up
http://cve.report/vendor/cisco
http://cve.report/software/cisco/usc_6332-16up
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190515-nxos-conf-bypass
http://www.securityfocus.com/bid/108391
https://www.cve.org/CVERecord?id=CVE-2019-1728
https://nvd.nist.gov/vuln/detail/CVE-2019-1728


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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