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Summary

CVE CVE-2019-17334

State PUBLIC

Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-17 21:15:00 UTC

Updated 2019-12-27 13:14:00 UTC

Description The Visualizations component of TIBCO Software Inc.'s TIBCO Spotfire Analyst, TIBCO Spotfire Analytics Platform for AWS Marketplace, TIBCO Spotfire Deployment Kit, TIBCO Spotfire Desktop, and TIBCO Spotfire Desktop Language Packs contains a vulnerability that theoretically allows an attacker with permission to write DXP files to the Spotfire library to remotely execute code of their choice on the user account of other users who access the affected system. This attack is a risk only when the attacker has write access to a network file system shared with the affected system. Affected releases are TIBCO Software Inc.'s TIBCO Spotfire Analyst: versions 7.11.1 and below, versions 7.12.0, 7.13.0, 7.14.0, 10.0.0, 10.1.0, 10.2.0, 10.3.0, 10.3.1, and 10.3.2, versions 10.4.0, 10.5.0, and 10.6.0, TIBCO Spotfire Analytics Platform for AWS Marketplace: version 10.6.0, TIBCO Spotfire Deployment Kit: versions 7.11.1 and below, TIBCO Spotfire Desktop: versions 7.11.1 and below, versions 7.12.0, 7.13.0, 7.14.0, 10.0.0, 10.1.0, 10.2.0, 10.3.0, 10.3.1, and 10.3.2, versions 10.4.0, 10.5.0, and 10.6.0, and TIBCO Spotfire Desktop Language Packs: versions 7.11.1 and below.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Spotfire Analyst 10.0.0 All All All

Application Tibco Spotfire Analyst 10.1.0 All All All

Application Tibco Spotfire Analyst 10.2.0 All All All

Application Tibco Spotfire Analyst 10.3.0 All All All

Application Tibco Spotfire Analyst 10.3.1 All All All

Application Tibco Spotfire Analyst 10.3.2 All All All

Application Tibco Spotfire Analyst 10.4.0 All All All

Application Tibco Spotfire Analyst 10.5.0 All All All

Application Tibco Spotfire Analyst 10.6.0 All All All

Application Tibco Spotfire Analyst 7.12.0 All All All

Application Tibco Spotfire Analyst 7.13.0 All All All

Application Tibco Spotfire Analyst 7.14.0 All All All

Application Tibco Spotfire Analyst 10.0.0 All All All

Application Tibco Spotfire Analyst 10.1.0 All All All

Application Tibco Spotfire Analyst 10.2.0 All All All

Application Tibco Spotfire Analyst 10.3.0 All All All

Application Tibco Spotfire Analyst 10.3.1 All All All

https://cve.report/
https://cve.report/CVE-2019-17334/mitre
https://cve.report/CVE-2019-17334/nist
https://cve.report/CVE-2019-17334/cve_org
https://cve.report/CVE-2019-17334.pdf
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst
http://cve.report/vendor/tibco
http://cve.report/software/tibco/spotfire_analyst


Application Tibco Spotfire Analyst 10.3.1 All All All

Application Tibco Spotfire Analyst 10.3.2 All All All

Application Tibco Spotfire Analyst 10.4.0 All All All

Application Tibco Spotfire Analyst 10.5.0 All All All

Application Tibco Spotfire Analyst 10.6.0 All All All

Application Tibco Spotfire Analyst 7.12.0 All All All

Application Tibco Spotfire Analyst 7.13.0 All All All

Application Tibco Spotfire Analyst 7.14.0 All All All

Application Tibco Spotfire Analyst All All All All

Application Tibco Spotfire Analytics Platform For Aws 10.6.0 All All All

Application Tibco Spotfire Analytics Platform For Aws 10.6.0 All All All

Application Tibco Spotfire Deployment Kit All All All All

Application Tibco Spotfire Desktop 10.0.0 All All All

Application Tibco Spotfire Desktop 10.1.0 All All All

Application Tibco Spotfire Desktop 10.2.0 All All All

Application Tibco Spotfire Desktop 10.3.0 All All All

Application Tibco Spotfire Desktop 10.3.1 All All All

Application Tibco Spotfire Desktop 10.3.2 All All All

Application Tibco Spotfire Desktop 10.4.0 All All All

Application Tibco Spotfire Desktop 10.5.0 All All All

Application Tibco Spotfire Desktop 10.6.0 All All All

Application Tibco Spotfire Desktop 7.12.0 All All All

Application Tibco Spotfire Desktop 7.13.0 All All All

Application Tibco Spotfire Desktop 7.14.0 All All All

Application Tibco Spotfire Desktop 10.0.0 All All All

Application Tibco Spotfire Desktop 10.1.0 All All All

Application Tibco Spotfire Desktop 10.2.0 All All All

Application Tibco Spotfire Desktop 10.3.0 All All All

Application Tibco Spotfire Desktop 10.3.1 All All All

Application Tibco Spotfire Desktop 10.3.2 All All All

Application Tibco Spotfire Desktop 10.4.0 All All All

Application Tibco Spotfire Desktop 10.5.0 All All All

Application Tibco Spotfire Desktop 10.6.0 All All All

Application Tibco Spotfire Desktop 7.12.0 All All All

Application Tibco Spotfire Desktop 7.13.0 All All All

Application Tibco Spotfire Desktop 7.14.0 All All All
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Application Tibco Spotfire Desktop All All All All

Application Tibco Spotfire Desktop Language Packs All All All All

References

Reference Source Link Tags

Advisory | TIBCO Software MISC www.tibco.com Vendor Advisory

TIBCO Security Advisory: December 17, 2019 - TIBCO Spotfire - 2019-17334 | TIBCO Software MISC www.tibco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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