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assanvancLranunsceran  Gertain versions of Pa-7050 from Paloaltonetworks contain the
following vulnerability:

Improper restriction of communications to Log Forwarding Card (LFC)
on PA-7000 Series devices with second-generation Switch
Management Card (SMC) may allow an attacker with network access
to the LFC to gain root access to PAN-OS. This issue affects PAN-OS
9.0 versions prior to 9.0.5-h3 on PA-7080 and PA-7050 devices with an
LFC installed and configured. This issue does not affect PA-7000 Series deployments using
the first-generation SMC and the Log Processing Card (LPC). This issue does not affect any
other PA series devices. This issue does not affect devices without an LFC. This issue does
not affect PAN-OS 8.1 or prior releases. This issue only affected a very limited number of
customers and we undertook individual outreach to help them upgrade. At the time of
publication, all identified customers have upgraded SW or content and are not impacted.

CVE-2019-17440 has been assigned by % psirt@paloaltonetworks.com to track the vulnerability - currently rated as severity.
Palo Alto Networks is not aware of any exploitation of this issue.

Affected Vendor/Software: 4% Palo Alto Networks - PAN-OS version < 9.0.5-h3

Affected Vendor/Software: 4% Palo Alto Networks - PAN-OS version ! 8.0

Affected Vendor/Software: 4% Palo Alto Networks - PAN-OS version ! 8.1

Affected Vendor/Software: 4% Palo Alto Networks - PAN-OS version !>= 9.0.6, 9.0.5-h3

Vulnerability Patch/Work Around

(1) Content update 8218-5815 can be applied without requiring a software update. Once the content update is installed please ensure
that next PAN-OS upgrade is to a fixed version (9.0.5-h3 or later). Do not upgrade or downgrade to an affected release, as it can
reintroduce the vulnerability. (2) Configure security policies to prevent network sessions destined to LFC. (3) Ensure that LFC is only
connected to a secured administrative network with access restricted to trusted users. (4) Disable or disconnect LFC from the network

until fixes can be applied.

CVSS3 Score: 9.8 - CRITICAL


https://cve.report/
https://cve.report/CVE-2019-17440/mitre
https://cve.report/CVE-2019-17440/nist
https://cve.report/CVE-2019-17440/cve_org
https://cve.report/CVE-2019-17440.pdf
http://cve.report/software/paloaltonetworks/pa-7050
http://cve.report/vendor/paloaltonetworks
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communication to Log Forwarding Card (LFC) allows root access
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

There are currently no QIDs associated with this CVE
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Discovery Credit

Palo Alto Networks would like to thank Ayad (Ed) Sleiman, Head of Information Security at
King Abdullah University of Science and Technology (KAUST) and his team for discovering
and responsibly reporting this issue.
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