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Summary

CVE CVE-2019-17449

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-10 16:15:00 UTC

Updated 2023-11-07 03:06:00 UTC

Description ** DISPUTED ** Avira Software Updater before 2.0.6.21094 allows a DLL side-loading attack. NOTE: The vendor thinks that this vulnerability is invalid because exploiting it would require at least administrator privileges and would gain only SYSTEM privileges.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Avira Software Updater All All All All

Application Avira Software Updater All All All All

References

Reference Source Link Tags

Avira Software Updater – Official Avira Support | Knowledgebase & Customer Support | Avira MISC support.avira.com Release Notes

Avira Antivirus 2019 (4 Services) - DLL Preloading and Potential Abuses (CVE-2019-17449) MISC safebreach.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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