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CVE-2019-17495
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CVE Program / NVD first with legacy fallback

2019-10-10 22:15:00 UTC

2023-11-07 03:06:00 UTC

A Cascading Style Sheets (CSS) injection vulnerability in Swagger Ul before 3.23.11 allows attackers to use the Relative P:
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Problem Types: CWE-352
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References

Reference Source

Pony Mail! MLIST

[airflow-commits] 20210920 [GitHub] [airflow] boring-cyborg[bot] commented on issue #18383: CVE-2019-17495 for swagger-ui

Pony Mail! MLIST
GitHub - tarantula-team/CSS-injection-in-Swagger-Ul: CSS injection vulnerability in Swagger Ul MISC
Oracle Critical Patch Update Advisory - October 2020 MISC
Pony Mail! MLIST
Oracle Critical Patch Update Advisory - January 2022 MISC

[airflow-commits] 20210920 [GitHub] [airflow] uranusjr commented on issue #18383: CVE-2019-17495 for swagger-ui

[airflow-commits] 20210921 [GitHub] [airflow] beltran-rubo commented on issue #18383: CVE-2019-17495 for swagger-ui

Pony Mail! MLIST
[airflow-commits] 20210921 [GitHub] [airflow] beltran-rubo closed issue #18383: CVE-2019-17495 for swagger-ui

Pony Mail! MLIST

[airflow-commits] 20210920 [GitHub] [airflow] beltran-rubo opened a new issue #18383: CVE-2019-17495 for swagger-ui

Release Swagger Ul 3.23.11 Released! - swagger-api/swagger-ui - GitHub MISC
Oracle Critical Patch Update Advisory - July 2022 N/A
Oracle Critical Patch Update Advisory - April 2021 MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980819 Nodejs (npm) Security Update for swagger-ui (GHSA-c427-hjc3-wrfw)
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