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In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT logic in packet.c has an integer overflow in a bounds «
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

178944 Debian Security Update for libssh2 (DLA 2848-1)

377296 Alibaba Cloud Linux Security Update for libssh2 (ALINUX2-SA-2020:0132)

500320 Alpine Linux Security Update for libssh2

504087 Alpine Linux Security Update for libssh2

6000057 Debian Security Update for libssh2 (DLA 3559-1)

750528 OpenSUSE Security Update for libssh2_org (openSUSE-SU-2020:2129-1)

750530 OpenSUSE Security Update for libssh2_org (openSUSE-SU-2020:2126-1)

900070 CBL-Mariner Linux Security Update for libssh2 1.9.0

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)
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900965 Common Base Linux Mariner (CBL-Mariner) Security Update for libssh2 (6650-1)

903013 Common Base Linux Mariner (CBL-Mariner) Security Update for libssh2 (1819)
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