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The Bluetooth Low Energy implementation on NXP SDK through 2.2.1 for KW41Z devices does not properly restrict the Lin

Risk And Classification

1|

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Application

Application

Vendor
Nxp
Nxp
Nxp
Nxp
Nxp
Nxp
Nxp
Nxp
Nxp
Nxp

Nxp

Version Update Edition

Product

Kw31z - All
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Kw35 - All
Kw36 - All
Kw37 - All
Kw38 - All
Kw39 - All
Kw41z - All
Kw41z - All
Kw41z Sdk All All
Mcuxpresso Software Development Kit All All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All

All

References

Reference

CVE Program record

NVD vulnerability detail

ASSET Research Group: SweynTooth

Source Link

MISC asset-group.github.io
CVE.ORG WWW.Cve.org

NVD nvd.nist.gov

Tags

Exploit, Third Party Advisory

canonical

canonical, analysis



https://cve.report/
https://cve.report/CVE-2019-17519/mitre
https://cve.report/CVE-2019-17519/nist
https://cve.report/CVE-2019-17519/cve_org
https://cve.report/CVE-2019-17519.pdf
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw31z
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw34
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw35
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw36
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw37
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw38
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw39
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw41z
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw41z
http://cve.report/vendor/nxp
http://cve.report/software/nxp/kw41z_sdk
http://cve.report/vendor/nxp
http://cve.report/software/nxp/mcuxpresso_software_development_kit
https://asset-group.github.io/disclosures/sweyntooth/
https://www.cve.org/CVERecord?id=CVE-2019-17519
https://nvd.nist.gov/vuln/detail/CVE-2019-17519

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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