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Summary

CVE CVE-2019-17525

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-21 19:15:00 UTC

Updated 2020-06-04 21:15:00 UTC

Description The login page on D-Link DIR-615 T1 20.10 devices allows remote attackers to bypass the CAPTCHA protection mechanism and conduct brute-force attacks.

Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dir-615 t1 All All All

Hardware Dlink Dir-615 t1 All All All

Operating System Dlink Dir-615 Firmware 20.10 All All All

Operating System Dlink Dir-615 Firmware 20.10 All All All

References

Reference

GitHub - huzaifahussain98/CVE-2019-17525: D-LINK ROUTER "MODEL NO: DIR-615" with "FIRMWARE VERSION:20.10" & "HARDWARE VERSION:T1

D-Link DIR-615 T1 20.10 CAPTCHA Bypass ≈ Packet Storm

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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