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Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application
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Vendor Product Version Update Edition Lai
Debian Debian Linux 8.0 All All All
Debian Debian Linux 8.0 All All All
Fasterxml Jackson-databind All All All All
Fasterxml Jackson-databind All All All All
Netapp Oncommand Workflow Automation - All All All
Netapp Oncommand Workflow Automation - All All All
Netapp Steelstore Cloud Integrated Storage - All All All
Netapp Steelstore Cloud Integrated Storage - All All All
Oracle Banking Platform 2.4.0 All All All
Oracle Banking Platform 2.4.1 All All All
Oracle Banking Platform 2.5.0 All All All
Oracle Banking Platform 2.6.0 All All All
Oracle Banking Platform 2.6.1 All All All
Oracle Banking Platform 2.6.2 All All All
Oracle Banking Platform 2.7.0 All All All
Oracle Banking Platform 2.71 All All All
Oracle Banking Platform 29.0 All All All
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Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Billing And Revenue Management
Communications Calendar Server
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Communications Cloud Native Core Network Slice Selection Function
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Retail Merchandising System
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CVE Program record

[SECURITY] [DLA 2030-1] jackson-databind security update

On Jackson CVEs: Don’t Panic — Here is what you need to know | by @cowtowncoder | Medium

Oracle Critical Patch Update Advisory - July 2020

Oracle Critical Patch Update Advisory - October 2020

Oracle Critical Patch Update Advisory - July 2021

On Jackson CVEs: Don’t Panic — Here is what you need to know | by @cowtowncoder | Medium

Oracle Critical Patch Update Advisory - January 2020

Oracle Critical Patch Update Advisory - April 2020

CVE-2019-17531 FasterXML jackson-databind Vulnerability in NetApp Products | NetApp Product Security

Block one more gadget type (apache-log4j-extras/1.2, CVE-2019-17531) - Issue #2498 - FasterXML/jackson-databind - GitHub

Source
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NVD vulnerability detail NVD

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159663 Oracle Enterprise Linux Security Update for pki-core:10.6 and pki-deps:10.6 (ELSA-2020-1644)
940247 AlmaLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:1644)

960724 Rocky Linux Security Update for pki-core:10.6 and pki-deps:10.6 (RLSA-2020:1644)

981964 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-gjmw-vf9h-g25v)
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