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Summary

CVE CVE-2019-17534

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-13 02:15:00 UTC

Updated 2023-09-29 11:18:00 UTC

Description vips_foreign_load_gif_scan_image in foreign/gifload.c in libvips before 8.8.2 tries to access a color map before a DGifGetImageDesc call, leading to a use-after-free.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libvips Libvips All All All All

Application Libvips Project Libvips All All All All

Application Libvips Project Libvips All All All All

References

Reference Source Link Tags

16796 - oss-fuzz - OSS-Fuzz: Fuzzing the planet - Monorail MISC bugs.chromium.org Exploit, Issue Tracking, Third Party Advisory

Comparing v8.8.1...v8.8.2 · libvips/libvips · GitHub MISC github.com Patch

fetch map after DGifGetImageDesc() · libvips/libvips@ce684dd · GitHub MISC github.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502195 Alpine Linux Security Update for vips

505481 Alpine Linux Security Update for vips
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