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Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)
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Application
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
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Application
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Vendor Product Version Update Edition Language
Apache Tomcat All All All All
Apache Tomcat All All All All
Apache Tomcat All All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Opensuse Leap 15.1 All All All
Opensuse Leap 15.1 All All All
Oracle Agile Engineering Data Management 6.2.1.0 All All All
Oracle Hyperion Infrastructure Technology 11.1.24 All All All
Oracle Instantis Enterprisetrack All All All All
Oracle Micros Relate Crm Software 11.4 All All All

Oracle Mysal Enterprise Monitor All All All All
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Bugtraqg: [SECURITY] [DSA 4596-1] tomcat8 security update
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[security-announce] openSUSE-SU-2020:0038-1: important: Security update
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Oracle Critical Patch Update Advisory - July 2020
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Debian -- Security Information -- DSA-4596-1 tomcat8

[SECURITY] [DLA 2077-1] tomcat7 security update
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Apache Tomcat: Multiple vulnerabilities (GLSA 202003-43) — Gentoo security
[SECURITY] [DLA 2209-1] tomcat8 security update

Debian -- Security Information -- DSA-4680-1 tomcat9

USN-4251-1: Tomcat vulnerabilities | Ubuntu security notices | Ubuntu
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Oracle Critical Patch Update Advisory - April 2020
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Oracle Critical Patch Update Advisory - January 2021
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| Legacy QID Mappings

20283 Oracle Database 19c Critical OJVM Patch Update - April 2020

20291 Oracle Database 18c Critical OJVM Patch Update - April 2020

20325 Oracle Database 12.2.0.1 Critical OJVM Patch Update - April 2020

239181 Red Hat Update for tomcat (RHSA-2021:1030)

296077 Oracle Solaris 11.4 Support Repository Update (SRU) 18.4.0 Missing (CPUJAN2020)
352283 Amazon Linux Security Update for tomcat7: AL2012-2020-297

352286 Amazon Linux Security Update for tomcat7: AL2012-2020-326

355093 Amazon Linux Security Advisory for tomcat : ALAS2-2023-2047

356243 Amazon Linux Security Advisory for tomcat : ALASTOMCAT8.5-2023-013
356298 Amazon Linux Security Advisory for tomcat : ALASTOMCAT9-2023-008
377205 Alibaba Cloud Linux Security Update for tomcat (ALINUX2-SA-2020:0116)
730434 Update TITLE manually (JRASERVER-70487)

730441 Atlassian Jira Local Privilege Escalation Vulnerability (JRASERVER-70487)
730449 (JRASERVER-70487)

981608 Java (maven) Security Update for org.apache.tomcat.embed:tomcat-embed-core (GHSA-9xcj-c8cr-8c3c)
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