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Summary

CVE CVE-2019-17584

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-21 20:15:00 UTC

Updated 2020-01-29 17:52:00 UTC

Description The Meinberg SyncBox/PTP/PTPv2 devices have default SSH keys which allow attackers to get root access to the devices. All firmware versions up to v5.34o, v5.34s, v5.32* or 5.34g are affected. The private key is also used in an internal interface of another Meinberg Device and can be extracted from a firmware update of this device. An update to fix the vulnerability was published by the vendor.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Meinbergglobal Syncbox/ptpv2 - All All All

Operating System Meinbergglobal Syncbox/ptpv2 Firmware All All All All

Hardware Meinbergglobal Syncbox/ptpv2 - All All All

Hardware Meinbergglobal Syncbox/ptpv2 - All All All

Operating System Meinbergglobal Syncbox/ptpv2 Firmware All All All All

Operating System Meinbergglobal Syncbox/ptpv2 Firmware All All All All

References

Reference Source Link Tags

Meinberg Security Advisory: [MBGSA-1904] SyncBox PTP/PTPv2 - Meinberg News CONFIRM www.meinbergglobal.com Vendor Advisory

CVE-2019-17584 MISC w1n73r.de Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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