VE-2019-1/61

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2019-1761
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-28 01:29:00 UTC
Updated 2020-05-11 15:58:00 UTC
Description A vulnerability in the Hot Standby Router Protocol (HSRP) subsystem of Cisco IOS and I0S XE Software could allow an un

/ |

1|

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco los 12.2(33)cx All All All
Operating System Cisco los 12.2(33)cy All All All
Operating System Cisco los 12.2(33)cy1 All All All
Operating System Cisco los 12.2(33)cy2 All All All
Operating System Cisco los 12.2(33)ira All All All
Operating System Cisco los 12.2(33)irb All All All
Operating System Cisco los 12.2(33)irc All All All
Operating System Cisco los 12.2(33)ird All All All
Operating System Cisco los 12.2(33)ire All All All
Operating System Cisco los 12.2(33)iret All All All
Operating System Cisco los 12.2(33)ire2 All All All
Operating System Cisco los 12.2(33)irf All All All
Operating System Cisco los 12.2(33)irg All All All
Operating System Cisco los 12.2(33)irg1 All All All
Operating System Cisco los 12.2(33)irh All All All
Operating System Cisco los 12.2(33)irh1 All All All
Operating System Cisco los 12.2(33)mra All All All
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Operating System Cisco los Xe 3.8.5ae All All All

Operating System Cisco los Xe 3.8.5e All All All

Operating System Cisco los Xe 3.8.6e All All All

Operating System Cisco los Xe 3.8.7e All All All

Operating System Cisco los Xe 3.9.0as All All All

Operating System Cisco los Xe 3.9.0e All All All

Operating System Cisco los Xe 3.9.0s All All All

Operating System Cisco los Xe 3.9.1as All All All

Operating System Cisco los Xe 3.9.1e All All All

Operating System Cisco los Xe 3.9.1s All All All

Operating System Cisco los Xe 3.9.2be All All All

Operating System Cisco los Xe 3.9.2e All All All

Operating System Cisco los Xe 3.9.2s All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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