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Summary

CVE CVE-2019-1762

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-28 01:29:00 UTC

Updated 2019-10-09 23:48:00 UTC

Description A vulnerability in the Secure Storage feature of Cisco IOS and IOS XE Software could allow an authenticated, local attacker to access sensitive system information on an affected device. The vulnerability is due to improper memory operations performed at encryption time, when affected software handles configuration updates. An attacker could exploit this vulnerability by retrieving the contents of specific memory locations of an affected device. A successful exploit could result in the disclosure of keying materials that are part of the device configuration, which can be used to recover critical system information.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios 12.2(6)i1 All All All

Operating System Cisco Ios 12.2\(6\)i1 All All All

Operating System Cisco Ios 15.1(2)sg8a All All All

Operating System Cisco Ios 15.1(3)svg3d All All All

Operating System Cisco Ios 15.1(3)svi1b All All All

Operating System Cisco Ios 15.1(3)svm3 All All All

Operating System Cisco Ios 15.1(3)svn2 All All All

Operating System Cisco Ios 15.1(3)svo1 All All All

Operating System Cisco Ios 15.1(3)svo2 All All All

Operating System Cisco Ios 15.1(3)svp1 All All All

Operating System Cisco Ios 15.1(4)m12c All All All

Operating System Cisco Ios 15.1\(2\)sg8a All All All

Operating System Cisco Ios 15.1\(3\)svg3d All All All

Operating System Cisco Ios 15.1\(3\)svi1b All All All

Operating System Cisco Ios 15.1\(3\)svm3 All All All

Operating System Cisco Ios 15.1\(3\)svn2 All All All

Operating System Cisco Ios 15.1\(3\)svo1 All All All

https://cve.report/
https://cve.report/CVE-2019-1762/mitre
https://cve.report/CVE-2019-1762/nist
https://cve.report/CVE-2019-1762/cve_org
https://cve.report/api/cve/CVE-2019-1762.json
https://cve.report/CVE-2019-1762.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios


Operating System Cisco Ios 15.1\(3\)svo1 All All All

Operating System Cisco Ios 15.1\(3\)svo2 All All All

Operating System Cisco Ios 15.1\(3\)svp1 All All All

Operating System Cisco Ios 15.1\(4\)m12c All All All

Operating System Cisco Ios 15.2(3)ea1 All All All

Operating System Cisco Ios 15.2(4)jn1 All All All

Operating System Cisco Ios 15.2(4a)ea5 All All All

Operating System Cisco Ios 15.2\(3\)ea1 All All All

Operating System Cisco Ios 15.2\(4a\)ea5 All All All

Operating System Cisco Ios 15.2\(4\)jn1 All All All

Operating System Cisco Ios 15.3(3)ja1n All All All

Operating System Cisco Ios 15.3(3)jf35 All All All

Operating System Cisco Ios 15.3(3)ji2 All All All

Operating System Cisco Ios 15.3(3)jn1 All All All

Operating System Cisco Ios 15.3(3)jn2 All All All

Operating System Cisco Ios 15.3\(3\)ja1n All All All

Operating System Cisco Ios 15.3\(3\)jf35 All All All

Operating System Cisco Ios 15.3\(3\)ji2 All All All

Operating System Cisco Ios 15.3\(3\)jn1 All All All

Operating System Cisco Ios 15.3\(3\)jn2 All All All

Operating System Cisco Ios 15.6(2)sp3b All All All

Operating System Cisco Ios 15.6(3)m1 All All All

Operating System Cisco Ios 15.6(3)m1a All All All

Operating System Cisco Ios 15.6(3)m1b All All All

Operating System Cisco Ios 15.6(3)m2 All All All

Operating System Cisco Ios 15.6(3)m2a All All All

Operating System Cisco Ios 15.6(3)m3 All All All

Operating System Cisco Ios 15.6(3)m3a All All All

Operating System Cisco Ios 15.6(3)m4 All All All

Operating System Cisco Ios 15.6(3.1)m All All All

Operating System Cisco Ios 15.6\(2\)sp3b All All All

Operating System Cisco Ios 15.6\(3.1\)m All All All

Operating System Cisco Ios 15.6\(3\)m1 All All All

Operating System Cisco Ios 15.6\(3\)m1a All All All

Operating System Cisco Ios 15.6\(3\)m1b All All All

Operating System Cisco Ios 15.6\(3\)m2 All All All
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Operating System Cisco Ios 15.6\(3\)m2a All All All

Operating System Cisco Ios 15.6\(3\)m3 All All All

Operating System Cisco Ios 15.6\(3\)m3a All All All

Operating System Cisco Ios 15.6\(3\)m4 All All All

Operating System Cisco Ios 15.7(3)m All All All

Operating System Cisco Ios 15.7(3)m0a All All All

Operating System Cisco Ios 15.7(3)m1 All All All

Operating System Cisco Ios 15.7\(3\)m All All All

Operating System Cisco Ios 15.7\(3\)m0a All All All

Operating System Cisco Ios 15.7\(3\)m1 All All All

Operating System Cisco Ios 12.2\(6\)i1 All All All

Operating System Cisco Ios 15.1\(2\)sg8a All All All

Operating System Cisco Ios 15.1\(3\)svg3d All All All

Operating System Cisco Ios 15.1\(3\)svi1b All All All

Operating System Cisco Ios 15.1\(3\)svm3 All All All

Operating System Cisco Ios 15.1\(3\)svn2 All All All

Operating System Cisco Ios 15.1\(3\)svo1 All All All

Operating System Cisco Ios 15.1\(3\)svo2 All All All

Operating System Cisco Ios 15.1\(3\)svp1 All All All

Operating System Cisco Ios 15.1\(4\)m12c All All All

Operating System Cisco Ios 15.2\(3\)ea1 All All All

Operating System Cisco Ios 15.2\(4a\)ea5 All All All

Operating System Cisco Ios 15.2\(4\)jn1 All All All

Operating System Cisco Ios 15.3\(3\)ja1n All All All

Operating System Cisco Ios 15.3\(3\)jf35 All All All

Operating System Cisco Ios 15.3\(3\)ji2 All All All

Operating System Cisco Ios 15.3\(3\)jn1 All All All

Operating System Cisco Ios 15.3\(3\)jn2 All All All

Operating System Cisco Ios 15.6\(2\)sp3b All All All

Operating System Cisco Ios 15.6\(3.1\)m All All All

Operating System Cisco Ios 15.6\(3\)m1 All All All

Operating System Cisco Ios 15.6\(3\)m1a All All All

Operating System Cisco Ios 15.6\(3\)m1b All All All

Operating System Cisco Ios 15.6\(3\)m2 All All All

Operating System Cisco Ios 15.6\(3\)m2a All All All

Operating System Cisco Ios 15.6\(3\)m3 All All All
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Operating System Cisco Ios 15.6\(3\)m3 All All All

Operating System Cisco Ios 15.6\(3\)m3a All All All

Operating System Cisco Ios 15.6\(3\)m4 All All All

Operating System Cisco Ios 15.7\(3\)m All All All

Operating System Cisco Ios 15.7\(3\)m0a All All All

Operating System Cisco Ios 15.7\(3\)m1 All All All

Operating System Cisco Ios Xe 16.6.1 All All All

Operating System Cisco Ios Xe 16.6.2 All All All

Operating System Cisco Ios Xe 16.6.3 All All All

Operating System Cisco Ios Xe 16.6.4 All All All

Operating System Cisco Ios Xe 16.6.4a All All All

Operating System Cisco Ios Xe 16.6.4s All All All

Operating System Cisco Ios Xe 16.7.1 All All All

Operating System Cisco Ios Xe 16.7.1a All All All

Operating System Cisco Ios Xe 16.7.1b All All All

Operating System Cisco Ios Xe 16.7.2 All All All

Operating System Cisco Ios Xe 16.7.3 All All All

Operating System Cisco Ios Xe 16.7.4 All All All

Operating System Cisco Ios Xe 16.8.1 All All All

Operating System Cisco Ios Xe 16.8.1a All All All

Operating System Cisco Ios Xe 16.8.1b All All All

Operating System Cisco Ios Xe 16.8.1c All All All

Operating System Cisco Ios Xe 16.8.1d All All All

Operating System Cisco Ios Xe 16.8.1e All All All

Operating System Cisco Ios Xe 16.8.1s All All All

Operating System Cisco Ios Xe 16.8.2 All All All

Operating System Cisco Ios Xe 16.9.1 All All All

Operating System Cisco Ios Xe 16.9.1a All All All

Operating System Cisco Ios Xe 16.9.1b All All All

Operating System Cisco Ios Xe 16.9.1c All All All

Operating System Cisco Ios Xe 16.9.1d All All All

Operating System Cisco Ios Xe 16.9.1s All All All

Operating System Cisco Ios Xe 16.9.2 All All All

Operating System Cisco Ios Xe 16.9.2a All All All

Operating System Cisco Ios Xe 16.6.1 All All All

Operating System Cisco Ios Xe 16.6.2 All All All
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Operating System Cisco Ios Xe 16.6.3 All All All

Operating System Cisco Ios Xe 16.6.4 All All All

Operating System Cisco Ios Xe 16.6.4a All All All

Operating System Cisco Ios Xe 16.6.4s All All All

Operating System Cisco Ios Xe 16.7.1 All All All

Operating System Cisco Ios Xe 16.7.1a All All All

Operating System Cisco Ios Xe 16.7.1b All All All

Operating System Cisco Ios Xe 16.7.2 All All All

Operating System Cisco Ios Xe 16.7.3 All All All

Operating System Cisco Ios Xe 16.7.4 All All All

Operating System Cisco Ios Xe 16.8.1 All All All

Operating System Cisco Ios Xe 16.8.1a All All All

Operating System Cisco Ios Xe 16.8.1b All All All

Operating System Cisco Ios Xe 16.8.1c All All All

Operating System Cisco Ios Xe 16.8.1d All All All

Operating System Cisco Ios Xe 16.8.1e All All All

Operating System Cisco Ios Xe 16.8.1s All All All

Operating System Cisco Ios Xe 16.8.2 All All All

Operating System Cisco Ios Xe 16.9.1 All All All

Operating System Cisco Ios Xe 16.9.1a All All All

Operating System Cisco Ios Xe 16.9.1b All All All

Operating System Cisco Ios Xe 16.9.1c All All All

Operating System Cisco Ios Xe 16.9.1d All All All

Operating System Cisco Ios Xe 16.9.1s All All All

Operating System Cisco Ios Xe 16.9.2 All All All

Operating System Cisco Ios Xe 16.9.2a All All All

References

Reference Source Link Tags

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

Cisco IOS and IOS XE Software Information Disclosure Vulnerability CISCO tools.cisco.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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