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Summary

CVE CVE-2019-17626

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-16 12:15:00 UTC

Updated 2023-11-07 03:06:00 UTC

Description ReportLab through 3.5.26 allows remote code execution because of toColor(eval(arg)) in colors.py, as demonstrated by a crafted XML document with '<span color="' followed by arbitrary Python code.

Risk And Classification

Problem Types: CWE-91

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Reportlab Reportlab All All All All

References

Reference Source Link

USN-4273-1: ReportLab vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

rptlab / reportlab / issues / #199 - eval in colors.py leads to remote code execution — Bitbucket MISC bitbucket.org

ReportLab: Arbitrary code execution (GLSA 202007-35) — Gentoo security GENTOO security.gentoo.org

404 — Bitbucket MISC bitbucket.org

Red Hat Customer Portal REDHAT access.redhat.com

[security-announce] openSUSE-SU-2020:0160-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 31 Update: python-reportlab-3.5.34-2.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 30 Update: python-reportlab-3.5.34-2.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: python-reportlab-3.5.34-2.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 2112-1] python-reportlab security update MLIST lists.debian.org

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 30 Update: python-reportlab-3.5.34-2.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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Red Hat Customer Portal REDHAT access.redhat.com

Debian -- Security Information -- DSA-4663-1 python-reportlab DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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377047 Alibaba Cloud Linux Security Update for python-reportlab (ALINUX2-SA-2020:0010)

6000091 Debian Security Update for python-reportlab (DLA 3590-1)
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