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CVE CVE-2019-17638
State PUBLIC
Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-09 18:15:00 UTC
Updated 2023-11-07 03:06:00 UTC
Description In Eclipse Jetty, versions 9.4.27.v20200227 to 9.4.29.v20200521, in case of too large response headers, Jetty throws an e»
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Risk And Classification

Problem Types: CWE-672

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Eclipse Jetty 9.4.27 20200227 All All

Application Eclipse Jetty 9.4.28 20200408 All All

Application Eclipse Jetty 9.4.29 20200521 All All

Application Eclipse Jetty 9.4.27 20200227 All All

Application Eclipse Jetty 9.4.28 20200408 All All

Application Eclipse Jetty 9.4.29 20200521 All All
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oss-security - Vulnerability in Jenkins
564984 — (CVE-2019-17638) CVE Request: Jetty Corrupt Response Buffer

[SECURITY] Fedora 32 Update: eclipse-4.16-11.fc32 - package-announce - Fedora Mailing-Lists

Oracle Critical Patch Update Advisory - October 2020

Oracle Critical Patch Update Advisory - April 2021
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Venc

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375577 IBM MQ Information Exposure Vulnerability (6393332)

770038 Red Hat OpenShift Container Platform 4.3.38 Security Update (RHSA-2020:3808)

982247 Java (maven) Security Update for org.eclipse.jetty:jetty-server (GHSA-x3rh-m7vp-35f2)

690455 Free Berkeley Software Distribution (FreeBSD) Security Update for jenkins (09ea1b08-1d3e-4bf2-91a1-d6573f4da3d8)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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