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Summary

CVE CVE-2019-17668

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-17 12:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Samsung Galaxy S10 and Note10 devices allow unlock operations via unregistered fingerprints in certain situations involving a third-party screen protector.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Samsung Galaxy S10 - All All All

Hardware Samsung Galaxy S10 - All All All

Operating System Samsung Galaxy S10 Firmware - All All All

Operating System Samsung Galaxy S10 Firmware - All All All

Hardware Samsung Note 10 - All All All

Hardware Samsung Note 10 - All All All

Operating System Samsung Note 10 Firmware - All All All

Operating System Samsung Note 10 Firmware - All All All

References

Reference Source Link Tags

Samsung will fix bug that lets any fingerprint unlock a Galaxy S10 MISC www.engadget.com Press/Media Coverage, Third Party Advisory

Any Fingerprint Unlocks Galaxy S10, Samsung Warns | Hacker News MISC news.ycombinator.com Issue Tracking, Third Party Advisory

Warning Issued For Millions Of Samsung Galaxy S10, Note 10 Users MISC www.forbes.com Press/Media Coverage, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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