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CVE CVE-2019-1787
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-08 19:29:00 UTC
Updated 2023-03-01 18:36:00 UTC
Description A vulnerability in the Portable Document Format (PDF) scanning functionality of Clam AntiVirus (ClamAV) Software version
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Clamav Clamav All All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 42.3 All All All

Reference Source Link Tags

12181 - oss-fuzz - OSS-Fuzz: Fuzzing the planet - Monorail MISC bugs.chromium.org  Exploit, Mailing List, Third F
[security-announce] openSUSE-SU-2019:1210-1: important: Security update SUSE lists.opensuse.org  Mailing List, Third Party Ad
ClamAV: Multiple vulnerabilities (GLSA 201904-12) — Gentoo security GENTOO  security.gentoo.org  Third Party Advisory
[SECURITY] [DLA 1759-1] clamav security update MLIST lists.debian.org Mailing List, Third Party Ad
[security-announce] openSUSE-SU-2019:1208-1: important: Security update SUSE lists.opensuse.org  Mailing List, Third Party Ad
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2019-1787/mitre
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https://cve.report/CVE-2019-1787.pdf
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=12181
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00062.html
https://security.gentoo.org/glsa/201904-12
https://lists.debian.org/debian-lts-announce/2019/04/msg00019.html
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00064.html
https://www.cve.org/CVERecord?id=CVE-2019-1787
https://nvd.nist.gov/vuln/detail/CVE-2019-1787
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

500094 Alpine Linux Security Update for clamav
503819 Alpine Linux Security Update for clamav
710172 Gentoo Linux ClamAV Multiple vulnerabilities (GLSA 201904-12)

750483 OpenSUSE Security Update for clamav (openSUSE-SU-2020:2276-1)

750485 OpenSUSE Security Update for clamav (openSUSE-SU-2020:2268-1)
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site. This site includes MITRE data granted under the following license.
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