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Summary

CVE CVE-2019-1790

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-15 20:29:00 UTC

Updated 2020-10-16 17:10:00 UTC

Description A vulnerability in the CLI of Cisco NX-OS Software could allow an authenticated, local attacker with valid administrator credentials to execute arbitrary commands on the underlying operating system of an affected device. The vulnerability is due to insufficient validation of arguments passed to certain CLI commands. An attacker could exploit this vulnerability by including malicious input as the argument of an affected command. A successful exploit could allow the attacker to execute arbitrary commands on the underlying operating system with elevated privileges. An attacker would need valid administrator credentials to exploit this vulnerability.

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco 7000 10-slot - All All All

Hardware Cisco 7000 10-slot - All All All

Hardware Cisco 7000 18-slot - All All All

Hardware Cisco 7000 18-slot - All All All

Hardware Cisco 7000 4-slot - All All All

Hardware Cisco 7000 4-slot - All All All

Hardware Cisco 7000 9-slot - All All All

Hardware Cisco 7000 9-slot - All All All

Hardware Cisco 7700 10-slot - All All All

Hardware Cisco 7700 10-slot - All All All

Hardware Cisco 7700 18-slot - All All All

Hardware Cisco 7700 18-slot - All All All

Hardware Cisco 7700 2-slot - All All All

Hardware Cisco 7700 2-slot - All All All

Hardware Cisco 7700 6-slot - All All All

Hardware Cisco 7700 6-slot - All All All

Hardware Cisco 9432pq - All All All
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Hardware Cisco 9432pq - All All All

Hardware Cisco 9432pq - All All All

Hardware Cisco 9536pq - All All All

Hardware Cisco 9536pq - All All All

Hardware Cisco 9636pq - All All All

Hardware Cisco 9636pq - All All All

Hardware Cisco 9736pq - All All All

Hardware Cisco 9736pq - All All All

Hardware Cisco Mds 9132t - All All All

Hardware Cisco Mds 9132t - All All All

Hardware Cisco Mds 9148s - All All All

Hardware Cisco Mds 9148s - All All All

Hardware Cisco Mds 9148t - All All All

Hardware Cisco Mds 9148t - All All All

Hardware Cisco Mds 9216 - All All All

Hardware Cisco Mds 9216 - All All All

Hardware Cisco Mds 9216a - All All All

Hardware Cisco Mds 9216a - All All All

Hardware Cisco Mds 9216i - All All All

Hardware Cisco Mds 9216i - All All All

Hardware Cisco Mds 9222i - All All All

Hardware Cisco Mds 9222i - All All All

Hardware Cisco Mds 9250i - All All All

Hardware Cisco Mds 9250i - All All All

Hardware Cisco Mds 9396s - All All All

Hardware Cisco Mds 9396s - All All All

Hardware Cisco Mds 9396t - All All All

Hardware Cisco Mds 9396t - All All All

Hardware Cisco Mds 9506 - All All All

Hardware Cisco Mds 9506 - All All All

Hardware Cisco Mds 9509 - All All All

Hardware Cisco Mds 9509 - All All All

Hardware Cisco Mds 9513 - All All All

Hardware Cisco Mds 9513 - All All All

Hardware Cisco Mds 9706 - All All All

Hardware Cisco Mds 9706 - All All All
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Hardware Cisco Mds 9710 - All All All

Hardware Cisco Mds 9710 - All All All

Hardware Cisco Mds 9718 - All All All

Hardware Cisco Mds 9718 - All All All

Hardware Cisco N77-f312ck-26 - All All All

Hardware Cisco N77-f312ck-26 - All All All

Hardware Cisco N77-f324fq-25 - All All All

Hardware Cisco N77-f324fq-25 - All All All

Hardware Cisco N77-f348xp-23 - All All All

Hardware Cisco N77-f348xp-23 - All All All

Hardware Cisco N77-f430cq-36 - All All All

Hardware Cisco N77-f430cq-36 - All All All

Hardware Cisco N77-m312cq-26l - All All All

Hardware Cisco N77-m312cq-26l - All All All

Hardware Cisco N77-m324fq-25l - All All All

Hardware Cisco N77-m324fq-25l - All All All

Hardware Cisco N77-m348xp-23l - All All All

Hardware Cisco N77-m348xp-23l - All All All

Hardware Cisco N7k-f248xp-25e - All All All

Hardware Cisco N7k-f248xp-25e - All All All

Hardware Cisco N7k-f306ck-25 - All All All

Hardware Cisco N7k-f306ck-25 - All All All

Hardware Cisco N7k-f312fq-25 - All All All

Hardware Cisco N7k-f312fq-25 - All All All

Hardware Cisco N7k-m202cf-22l - All All All

Hardware Cisco N7k-m202cf-22l - All All All

Hardware Cisco N7k-m206fq-23l - All All All

Hardware Cisco N7k-m206fq-23l - All All All

Hardware Cisco N7k-m224xp-23l - All All All

Hardware Cisco N7k-m224xp-23l - All All All

Hardware Cisco N7k-m324fq-25l - All All All

Hardware Cisco N7k-m324fq-25l - All All All

Hardware Cisco N7k-m348xp-25l - All All All

Hardware Cisco N7k-m348xp-25l - All All All

Hardware Cisco N9k-c9504-fm-r - All All All

Hardware Cisco N9k-c9504-fm-r - All All All
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Hardware Cisco N9k-c9504-fm-r - All All All

Hardware Cisco N9k-c9508-fm-r - All All All

Hardware Cisco N9k-c9508-fm-r - All All All

Hardware Cisco N9k-x9432c-s - All All All

Hardware Cisco N9k-x9432c-s - All All All

Hardware Cisco N9k-x9464px - All All All

Hardware Cisco N9k-x9464px - All All All

Hardware Cisco N9k-x9464tx2 - All All All

Hardware Cisco N9k-x9464tx2 - All All All

Hardware Cisco N9k-x9564px - All All All

Hardware Cisco N9k-x9564px - All All All

Hardware Cisco N9k-x9564tx - All All All

Hardware Cisco N9k-x9564tx - All All All

Hardware Cisco N9k-x96136yc-r - All All All

Hardware Cisco N9k-x96136yc-r - All All All

Hardware Cisco N9k-x9636c-r - All All All

Hardware Cisco N9k-x9636c-r - All All All

Hardware Cisco N9k-x9636c-rx - All All All

Hardware Cisco N9k-x9636c-rx - All All All

Hardware Cisco N9k-x9636q-r - All All All

Hardware Cisco N9k-x9636q-r - All All All

Hardware Cisco N9k-x97160yc-ex - All All All

Hardware Cisco N9k-x97160yc-ex - All All All

Hardware Cisco N9k-x9732c-ex - All All All

Hardware Cisco N9k-x9732c-ex - All All All

Hardware Cisco N9k-x9732c-fx - All All All

Hardware Cisco N9k-x9732c-fx - All All All

Hardware Cisco N9k-x9736c-ex - All All All

Hardware Cisco N9k-x9736c-ex - All All All

Hardware Cisco N9k-x9736c-fx - All All All

Hardware Cisco N9k-x9736c-fx - All All All

Hardware Cisco N9k-x9788tc-fx - All All All

Hardware Cisco N9k-x9788tc-fx - All All All

Hardware Cisco Nexus 3048 - All All All

Hardware Cisco Nexus 3048 - All All All

Hardware Cisco Nexus 31108pc-v - All All All
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Hardware Cisco Nexus 31108pc-v - All All All

Hardware Cisco Nexus 31108tc-v - All All All

Hardware Cisco Nexus 31108tc-v - All All All

Hardware Cisco Nexus 31128pq - All All All

Hardware Cisco Nexus 31128pq - All All All

Hardware Cisco Nexus 3132c-z - All All All

Hardware Cisco Nexus 3132c-z - All All All

Hardware Cisco Nexus 3132q-v - All All All

Hardware Cisco Nexus 3132q-v - All All All

Hardware Cisco Nexus 3132q-x/3132q-xl - All All All

Hardware Cisco Nexus 3132q-x/3132q-xl - All All All

Hardware Cisco Nexus 3132q-x/3132q-xl - All All All

Hardware Cisco Nexus 3164q - All All All

Hardware Cisco Nexus 3164q - All All All

Hardware Cisco Nexus 3172pq/pq-xl - All All All

Hardware Cisco Nexus 3172pq/pq-xl - All All All

Hardware Cisco Nexus 3172pq/pq-xl - All All All

Hardware Cisco Nexus 3172tq-xl - All All All

Hardware Cisco Nexus 3172tq-xl - All All All

Hardware Cisco Nexus 3232c - All All All

Hardware Cisco Nexus 3232c - All All All

Hardware Cisco Nexus 3264c-e - All All All

Hardware Cisco Nexus 3264c-e - All All All

Hardware Cisco Nexus 3264q - All All All

Hardware Cisco Nexus 3264q - All All All

Hardware Cisco Nexus 3408-s - All All All

Hardware Cisco Nexus 3408-s - All All All

Hardware Cisco Nexus 34180yc - All All All

Hardware Cisco Nexus 34180yc - All All All

Hardware Cisco Nexus 3432d-s - All All All

Hardware Cisco Nexus 3432d-s - All All All

Hardware Cisco Nexus 3464c - All All All

Hardware Cisco Nexus 3464c - All All All

Hardware Cisco Nexus 3524-x/xl - All All All

Hardware Cisco Nexus 3524-x/xl - All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31108pc-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31108tc-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31108tc-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31128pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_31128pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132c-z
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132c-z
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-v
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-x/3132q-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-x/3132q-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3132q-x/3132q-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3164q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3164q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172pq/pq-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172pq/pq-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172pq/pq-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172tq-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3172tq-xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3232c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3232c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3264c-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3264c-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3264q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3264q
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3408-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3408-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_34180yc
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_34180yc
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3432d-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3432d-s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3464c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3464c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3524-x/xl
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_3524-x/xl


Hardware Cisco Nexus 3524-x/xl - All All All

Hardware Cisco Nexus 3548-x/xl - All All All
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