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Summary

CVE CVE-2019-1798

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-08 20:29:00 UTC

Updated 2023-03-24 17:45:00 UTC

Description A vulnerability in the Portable Executable (PE) file scanning functionality of Clam AntiVirus (ClamAV) Software versions 0.101.1 and prior could allow an unauthenticated, remote attacker to cause a denial of service condition on an affected device. The vulnerability is due to a lack of proper input and validation checking mechanisms for PE files sent an affected device. An attacker could exploit this vulnerability by sending malformed PE files to the device running an affected version ClamAV Software. An exploit could allow the attacker to cause an out-of-bounds read condition, resulting in a crash that could result in a denial of service condition on an affected device.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clamav Clamav All All All All

References

Reference Source Link Tags

ClamAV: Multiple vulnerabilities (GLSA 201904-12) — Gentoo security GENTOO security.gentoo.org

Bug 12262 – Program received signal SIGSEGV, Segmentation fault. MISC bugzilla.clamav.net Exploit, Issue Tracking, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710172 Gentoo Linux ClamAV Multiple vulnerabilities (GLSA 201904-12)

750483 OpenSUSE Security Update for clamav (openSUSE-SU-2020:2276-1)

750485 OpenSUSE Security Update for clamav (openSUSE-SU-2020:2268-1)
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