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Summary

CVE CVE-2019-1806

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-15 22:29:00 UTC

Updated 2020-10-16 15:30:00 UTC

Description A vulnerability in the Simple Network Management Protocol (SNMP) input packet processor of Cisco Small Business Sx200, Sx300, Sx500, ESW2 Series Managed Switches and Small Business Sx250, Sx350, Sx550 Series Switches could allow an authenticated, remote attacker to cause the SNMP application of an affected device to cease processing traffic, resulting in the CPU utilization reaching one hundred percent. Manual intervention may be required before a device resumes normal operations. The vulnerability is due to improper validation of SNMP protocol data units (PDUs) in SNMP packets. An attacker could exploit this vulnerability by sending a malicious SNMP packet to an affected device. A successful exploit could allow the attacker to cause the device to cease forwarding traffic, which could result in a denial of service (DoS) condition. Cisco has released firmware updates that address this vulnerability.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Esw2-350g52dc - All All All

Hardware Cisco Esw2-350g52dc - All All All

Operating System Cisco Esw2-350g52dc Firmware All All All All

Operating System Cisco Esw2-350g52dc Firmware All All All All

Hardware Cisco Esw2-550x48dc - All All All

Hardware Cisco Esw2-550x48dc - All All All

Operating System Cisco Esw2-550x48dc Firmware All All All All

Operating System Cisco Esw2-550x48dc Firmware All All All All

Hardware Cisco Sf200-24 - All All All

Hardware Cisco Sf200-24 - All All All

Hardware Cisco Sf200-24p - All All All

Hardware Cisco Sf200-24p - All All All

Operating System Cisco Sf200-24p Firmware All All All All

Operating System Cisco Sf200-24p Firmware All All All All

Operating System Cisco Sf200-24 Firmware All All All All

Operating System Cisco Sf200-24 Firmware All All All All

Hardware Cisco Sf200-48 - All All All
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Hardware Cisco Sf200-48 - All All All

Hardware Cisco Sf200-48 - All All All

Hardware Cisco Sf200-48p - All All All

Hardware Cisco Sf200-48p - All All All

Operating System Cisco Sf200-48p Firmware All All All All

Operating System Cisco Sf200-48p Firmware All All All All

Operating System Cisco Sf200-48 Firmware All All All All

Operating System Cisco Sf200-48 Firmware All All All All

Hardware Cisco Sf250-24 - All All All

Hardware Cisco Sf250-24 - All All All

Hardware Cisco Sf250-24p - All All All

Hardware Cisco Sf250-24p - All All All

Operating System Cisco Sf250-24p Firmware All All All All

Operating System Cisco Sf250-24p Firmware All All All All

Operating System Cisco Sf250-24 Firmware All All All All

Operating System Cisco Sf250-24 Firmware All All All All

Hardware Cisco Sf250-48 - All All All

Hardware Cisco Sf250-48 - All All All

Hardware Cisco Sf250-48hp - All All All

Hardware Cisco Sf250-48hp - All All All

Operating System Cisco Sf250-48hp Firmware All All All All

Operating System Cisco Sf250-48hp Firmware All All All All

Operating System Cisco Sf250-48 Firmware All All All All

Operating System Cisco Sf250-48 Firmware All All All All

Hardware Cisco Sf300-08 - All All All

Hardware Cisco Sf300-08 - All All All

Operating System Cisco Sf300-08 Firmware All All All All

Operating System Cisco Sf300-08 Firmware All All All All

Hardware Cisco Sf300-24 - All All All

Hardware Cisco Sf300-24 - All All All

Hardware Cisco Sf300-24mp - All All All

Hardware Cisco Sf300-24mp - All All All

Operating System Cisco Sf300-24mp Firmware All All All All

Operating System Cisco Sf300-24mp Firmware All All All All

Hardware Cisco Sf300-24p - All All All

Hardware Cisco Sf300-24p - All All All
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Hardware Cisco Sf300-24pp - All All All

Hardware Cisco Sf300-24pp - All All All

Operating System Cisco Sf300-24pp Firmware All All All All

Operating System Cisco Sf300-24pp Firmware All All All All

Operating System Cisco Sf300-24p Firmware All All All All

Operating System Cisco Sf300-24p Firmware All All All All

Operating System Cisco Sf300-24 Firmware All All All All

Operating System Cisco Sf300-24 Firmware All All All All

Hardware Cisco Sf300-48 - All All All

Hardware Cisco Sf300-48 - All All All

Hardware Cisco Sf300-48p - All All All

Hardware Cisco Sf300-48p - All All All

Hardware Cisco Sf300-48pp - All All All

Hardware Cisco Sf300-48pp - All All All

Operating System Cisco Sf300-48pp Firmware All All All All

Operating System Cisco Sf300-48pp Firmware All All All All

Operating System Cisco Sf300-48p Firmware All All All All

Operating System Cisco Sf300-48p Firmware All All All All

Operating System Cisco Sf300-48 Firmware All All All All

Operating System Cisco Sf300-48 Firmware All All All All

Hardware Cisco Sf302-08 - All All All

Hardware Cisco Sf302-08 - All All All

Hardware Cisco Sf302-08mp - All All All

Hardware Cisco Sf302-08mp - All All All

Hardware Cisco Sf302-08mpp - All All All

Hardware Cisco Sf302-08mpp - All All All

Operating System Cisco Sf302-08mpp Firmware All All All All

Operating System Cisco Sf302-08mpp Firmware All All All All

Operating System Cisco Sf302-08mp Firmware All All All All

Operating System Cisco Sf302-08mp Firmware All All All All

Hardware Cisco Sf302-08p - All All All

Hardware Cisco Sf302-08p - All All All

Hardware Cisco Sf302-08pp - All All All

Hardware Cisco Sf302-08pp - All All All

Operating System Cisco Sf302-08pp Firmware All All All All

Operating System Cisco Sf302-08pp Firmware All All All All
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Operating System Cisco Sf302-08pp Firmware All All All All

Operating System Cisco Sf302-08p Firmware All All All All

Operating System Cisco Sf302-08p Firmware All All All All

Operating System Cisco Sf302-08 Firmware All All All All

Operating System Cisco Sf302-08 Firmware All All All All

Hardware Cisco Sf350-48 - All All All

Hardware Cisco Sf350-48 - All All All

Hardware Cisco Sf350-48mp - All All All

Hardware Cisco Sf350-48mp - All All All

Operating System Cisco Sf350-48mp Firmware All All All All

Operating System Cisco Sf350-48mp Firmware All All All All

Hardware Cisco Sf350-48p - All All All

Hardware Cisco Sf350-48p - All All All

Operating System Cisco Sf350-48p Firmware All All All All

Operating System Cisco Sf350-48p Firmware All All All All

Operating System Cisco Sf350-48 Firmware All All All All

Operating System Cisco Sf350-48 Firmware All All All All

Hardware Cisco Sf500-24 - All All All

Hardware Cisco Sf500-24 - All All All

Hardware Cisco Sf500-24mp - All All All

Hardware Cisco Sf500-24mp - All All All

Operating System Cisco Sf500-24mp Firmware All All All All

Operating System Cisco Sf500-24mp Firmware All All All All

Hardware Cisco Sf500-24p - All All All

Hardware Cisco Sf500-24p - All All All

Operating System Cisco Sf500-24p Firmware All All All All

Operating System Cisco Sf500-24p Firmware All All All All

Operating System Cisco Sf500-24 Firmware All All All All

Operating System Cisco Sf500-24 Firmware All All All All

Hardware Cisco Sf500-48 - All All All

Hardware Cisco Sf500-48 - All All All

Hardware Cisco Sf500-48mp - All All All

Hardware Cisco Sf500-48mp - All All All

Operating System Cisco Sf500-48mp Firmware All All All All

Operating System Cisco Sf500-48mp Firmware All All All All

Hardware Cisco Sf500-48p - All All All
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Hardware Cisco Sf500-48p - All All All

Operating System Cisco Sf500-48p Firmware All All All All

Operating System Cisco Sf500-48p Firmware All All All All

Operating System Cisco Sf500-48 Firmware All All All All

Operating System Cisco Sf500-48 Firmware All All All All

Hardware Cisco Sf550x-24 - All All All

Hardware Cisco Sf550x-24 - All All All

Hardware Cisco Sf550x-24mp - All All All

Hardware Cisco Sf550x-24mp - All All All

Operating System Cisco Sf550x-24mp Firmware All All All All

Operating System Cisco Sf550x-24mp Firmware All All All All

Hardware Cisco Sf550x-24p - All All All

Hardware Cisco Sf550x-24p - All All All

Operating System Cisco Sf550x-24p Firmware All All All All

Operating System Cisco Sf550x-24p Firmware All All All All

Operating System Cisco Sf550x-24 Firmware All All All All

Operating System Cisco Sf550x-24 Firmware All All All All

Hardware Cisco Sf550x-48 - All All All

Hardware Cisco Sf550x-48 - All All All

Hardware Cisco Sf550x-48mp - All All All

Hardware Cisco Sf550x-48mp - All All All

Operating System Cisco Sf550x-48mp Firmware All All All All

Operating System Cisco Sf550x-48mp Firmware All All All All

Hardware Cisco Sf550x-48p - All All All

Hardware Cisco Sf550x-48p - All All All

Operating System Cisco Sf550x-48p Firmware All All All All

Operating System Cisco Sf550x-48p Firmware All All All All

Operating System Cisco Sf550x-48 Firmware All All All All

Operating System Cisco Sf550x-48 Firmware All All All All

Hardware Cisco Sg200-18 - All All All

Hardware Cisco Sg200-18 - All All All

Operating System Cisco Sg200-18 Firmware All All All All

Operating System Cisco Sg200-18 Firmware All All All All

Hardware Cisco Sg200-26 - All All All

Hardware Cisco Sg200-26 - All All All
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Hardware Cisco Sg200-26p - All All All

Hardware Cisco Sg200-26p - All All All

Operating System Cisco Sg200-26p Firmware All All All All

Operating System Cisco Sg200-26p Firmware All All All All
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Hardware Cisco Sg250-18 - All All All

Operating System Cisco Sg250-18 Firmware All All All All

Operating System Cisco Sg250-18 Firmware All All All All

Hardware Cisco Sg250-26 - All All All
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Operating System Cisco Sg250-26hp Firmware All All All All

Hardware Cisco Sg250-26p - All All All

Hardware Cisco Sg250-26p - All All All

Operating System Cisco Sg250-26p Firmware All All All All

Operating System Cisco Sg250-26p Firmware All All All All

Operating System Cisco Sg250-26 Firmware All All All All
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Hardware Cisco Sg250-50 - All All All

Hardware Cisco Sg250-50 - All All All

Hardware Cisco Sg250-50hp - All All All
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Operating System Cisco Sg250-50hp Firmware All All All All
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Operating System Cisco Sg250-50p Firmware All All All All

Operating System Cisco Sg250-50p Firmware All All All All

Operating System Cisco Sg250-50 Firmware All All All All

Operating System Cisco Sg250-50 Firmware All All All All

Hardware Cisco Sg250x-24 - All All All

Hardware Cisco Sg250x-24 - All All All

Hardware Cisco Sg250x-24p - All All All

Hardware Cisco Sg250x-24p - All All All
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Hardware Cisco Sg250x-48 - All All All

Hardware Cisco Sg250x-48 - All All All

Hardware Cisco Sg250x-48p - All All All

Hardware Cisco Sg250x-48p - All All All

Operating System Cisco Sg250x-48p Firmware All All All All
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Hardware Cisco Sg300-10 - All All All

Hardware Cisco Sg300-10mp - All All All

Hardware Cisco Sg300-10mp - All All All

Hardware Cisco Sg300-10mpp - All All All

Hardware Cisco Sg300-10mpp - All All All
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Hardware Cisco Sg300-20 - All All All
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Hardware Cisco Sg300-28pp - All All All
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Hardware Cisco Sg350-10 - All All All

Hardware Cisco Sg350-10mp - All All All

Hardware Cisco Sg350-10mp - All All All
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Operating System Cisco Sg350-10 Firmware All All All All

Hardware Cisco Sg350-28 - All All All

Hardware Cisco Sg350-28 - All All All

Hardware Cisco Sg350-28mp - All All All

Hardware Cisco Sg350-28mp - All All All

Operating System Cisco Sg350-28mp Firmware All All All All

Operating System Cisco Sg350-28mp Firmware All All All All

Hardware Cisco Sg350-28p - All All All

Hardware Cisco Sg350-28p - All All All

Operating System Cisco Sg350-28p Firmware All All All All

Operating System Cisco Sg350-28p Firmware All All All All

Operating System Cisco Sg350-28 Firmware All All All All

Operating System Cisco Sg350-28 Firmware All All All All

Hardware Cisco Sg355-10p - All All All

Hardware Cisco Sg355-10p - All All All

Operating System Cisco Sg355-10p Firmware All All All All

Operating System Cisco Sg355-10p Firmware All All All All

Hardware Cisco Sg500-28 - All All All

Hardware Cisco Sg500-28 - All All All

Hardware Cisco Sg500-28mpp - All All All

Hardware Cisco Sg500-28mpp - All All All
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Hardware Cisco Sg500-28p - All All All
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Operating System Cisco Sg500-28p Firmware All All All All

Operating System Cisco Sg500-28 Firmware All All All All
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Hardware Cisco Sg500-52 - All All All

Hardware Cisco Sg500-52 - All All All

Hardware Cisco Sg500-52mp - All All All
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