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Summary

CVE CVE-2019-18217

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-21 04:15:00 UTC

Updated 2023-11-07 03:06:00 UTC

Description ProFTPD before 1.3.6b and 1.3.7rc before 1.3.7rc2 allows remote unauthenticated denial-of-service due to incorrect handling of overly long commands because main.c in a child process enters an infinite loop.

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Proftpd Proftpd 1.3.6 - All All

Application Proftpd Proftpd 1.3.6 a All All

Application Proftpd Proftpd 1.3.6 rc1 All All

Application Proftpd Proftpd 1.3.6 rc2 All All

Application Proftpd Proftpd 1.3.6 rc3 All All

Application Proftpd Proftpd 1.3.6 rc4 All All

Application Proftpd Proftpd 1.3.7 rc1 All All

Application Proftpd Proftpd 1.3.6 - All All

Application Proftpd Proftpd 1.3.6 a All All

Application Proftpd Proftpd 1.3.6 rc1 All All

Application Proftpd Proftpd 1.3.6 rc2 All All

Application Proftpd Proftpd 1.3.6 rc3 All All

Application Proftpd Proftpd 1.3.6 rc4 All All

Application Proftpd Proftpd 1.3.7 rc1 All All

Application Proftpd Proftpd All All All All
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Reference Source Link

[SECURITY] Fedora 29 Update: proftpd-1.3.6b-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: proftpd-1.3.6b-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:0031-1: moderate: Security update f SUSE lists.opensuse.org

ProFTPd: Multiple vulnerabilities (GLSA 202003-35) — Gentoo security GENTOO security.gentoo.org

[SECURITY] Fedora 31 Update: proftpd-1.3.6b-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 1974-1] proftpd-dfsg security update MLIST lists.debian.org

[SECURITY] Fedora 30 Update: proftpd-1.3.6b-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Debian -- Security Information -- DSA-4559-1 proftpd-dfsg DEBIAN www.debian.org

[SECURITY] Fedora 30 Update: proftpd-1.3.6b-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

proftpd/NEWS at master · proftpd/proftpd · GitHub MISC github.com

Bugtraq: [SECURITY] [DSA 4559-1] proftpd-dfsg security update BUGTRAQ seclists.org

proftpd/RELEASE_NOTES at 1.3.6 · proftpd/proftpd · GitHub MISC github.com

cert-portal.siemens.com/productcert/pdf/ssa-940889.pdf CONFIRM cert-portal.siemens.com

[SECURITY] Fedora 31 Update: proftpd-1.3.6b-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Remote denial-of-service due to issue in network IO handling · Issue #846 · proftpd/proftpd · GitHub MISC github.com

github.com/proftpd/proftpd/blob/master/RELEASE_NOTES MISC github.com

proftpd/NEWS at 1.3.6 · proftpd/proftpd · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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296078 Oracle Solaris 11.4 Support Repository Update (SRU) 16.4.0 Missing (CPUOCT2019)

https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/NJDQRVZTILBX4BUCTIRKP2WBHDHDCJR5/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/NJDQRVZTILBX4BUCTIRKP2WBHDHDCJR5/
http://lists.opensuse.org/opensuse-security-announce/2020-01/msg00009.html
https://security.gentoo.org/glsa/202003-35
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/YLRPYEEMQJVAXO2SXRGOQ4HBFEEPCNXG/
https://lists.debian.org/debian-lts-announce/2019/10/msg00036.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/RB2FPAWDWXT5ALAFIC5Y3RSEMXSFL6H2/
https://www.debian.org/security/2019/dsa-4559
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/RB2FPAWDWXT5ALAFIC5Y3RSEMXSFL6H2/
https://github.com/proftpd/proftpd/blob/master/NEWS
https://seclists.org/bugtraq/2019/Nov/7
https://github.com/proftpd/proftpd/blob/1.3.6/RELEASE_NOTES
https://cert-portal.siemens.com/productcert/pdf/ssa-940889.pdf
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/YLRPYEEMQJVAXO2SXRGOQ4HBFEEPCNXG/
https://github.com/proftpd/proftpd/issues/846
https://github.com/proftpd/proftpd/blob/master/RELEASE_NOTES
https://github.com/proftpd/proftpd/blob/1.3.6/NEWS
https://www.cve.org/CVERecord?id=CVE-2019-18217
https://nvd.nist.gov/vuln/detail/CVE-2019-18217
http://cve.report/qid/296078
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-18217
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


