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Summary

CVE CVE-2019-18230

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-31 22:15:00 UTC

Updated 2019-11-05 20:29:00 UTC

Description Honeywell equIP and Performance series IP cameras, multiple versions, A vulnerability exists where the affected product allows unauthenticated access to audio streaming over HTTP.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Honeywell H2w2gr1 - All All All

Hardware Honeywell H2w2gr1 - All All All

Operating System Honeywell H2w2gr1 Firmware All All All All

Operating System Honeywell H2w2gr1 Firmware All All All All

Hardware Honeywell H3w2gr1 - All All All

Hardware Honeywell H3w2gr1 - All All All

Hardware Honeywell H3w2gr1v - All All All

Hardware Honeywell H3w2gr1v - All All All

Operating System Honeywell H3w2gr1v Firmware All All All All

Operating System Honeywell H3w2gr1v Firmware All All All All

Operating System Honeywell H3w2gr1 Firmware All All All All

Operating System Honeywell H3w2gr1 Firmware All All All All

Hardware Honeywell H3w2gr2 - All All All

Hardware Honeywell H3w2gr2 - All All All

Operating System Honeywell H3w2gr2 Firmware All All All All

Operating System Honeywell H3w2gr2 Firmware All All All All

Hardware Honeywell H3w4gr1 - All All All
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