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Risk And Classification
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A flaw was found in HAProxy before 2.0.6. In legacy mode, messages featuring a transfer-encoding header missing the "ch

1|

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Haproxy Haproxy All
Application Haproxy Haproxy All

Update

All

All

Edition

All

All

Language
All

All

References

Reference

Repositories - haproxy-2.0.git/commit

HAProxy HTTP request smuggling - My Blog

[ANNOUNCE] haproxy-2.0.6

[SECURITY] [DLA 3034-1] haproxy security update

Repositories - haproxy-2.0.git/commit

[security-announce] openSUSE-SU-2019:2626-1: important: Security update
[security-announce] openSUSE-SU-2019:2645-1: important: Security update
[ANNOUNCE] haproxy-2.0.6

USN-4174-1: HAproxy vulnerability | Ubuntu security notices | Ubuntu

CVE Program record

NVD vulnerability detail
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Source

MISC

MISC

MLIST

SUSE

SUSE

MISC

UBUNTU

CVE.ORG

NVD

Link

git.haproxy.org
nathandavison.com
www.mail-archive.com
lists.debian.org
git.haproxy.org
lists.opensuse.org
lists.opensuse.org
www.mail-archive.com
usn.ubuntu.com
Www.cve.org

nvd.nist.gov

Tags
Patch, Vendor Advisory

Exploit, Third Party Advi

Release Notes

canonical

canonical, analysis

[



https://cve.report/
https://cve.report/CVE-2019-18277/mitre
https://cve.report/CVE-2019-18277/nist
https://cve.report/CVE-2019-18277/cve_org
https://cve.report/CVE-2019-18277.pdf
http://cve.report/vendor/haproxy
http://cve.report/software/haproxy/haproxy
http://cve.report/vendor/haproxy
http://cve.report/software/haproxy/haproxy
https://git.haproxy.org/?p=haproxy-2.0.git;a=commit;h=196a7df44d8129d1adc795da020b722614d6a581
https://nathandavison.com/blog/haproxy-http-request-smuggling
https://www.mail-archive.com/haproxy%2540formilux.org/msg34926.html
https://lists.debian.org/debian-lts-announce/2022/05/msg00045.html
https://git.haproxy.org/?p=haproxy-2.0.git%253Ba=commit%253Bh=196a7df44d8129d1adc795da020b722614d6a581
http://lists.opensuse.org/opensuse-security-announce/2019-12/msg00016.html
http://lists.opensuse.org/opensuse-security-announce/2019-12/msg00019.html
https://www.mail-archive.com/haproxy@formilux.org/msg34926.html
https://usn.ubuntu.com/4174-1/
https://www.cve.org/CVERecord?id=CVE-2019-18277
https://nvd.nist.gov/vuln/detail/CVE-2019-18277

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179335 Debian Security Update for haproxy (DLA 3034-1)
670280 EulerOS Security Update for haproxy (EulerOS-SA-2021-1797)

770024 Red Hat OpenShift Container Platform 4.4.3 Security Update (RHSA-2020:1936)
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