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CVE CVE-2019-18348
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-23 17:15:00 UTC
Updated 2023-11-07 03:06:00 UTC
Description An issue was discovered in urllib2 in Python 2.x through 2.7.17 and urllib in Python 3.x through 3.8.0. CRLF injection is pos
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Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Python Python All All All All
Application Python Python All All All All
Application Python Python All All All All
References |
Reference Source

[SECURITY] Fedora 29 Update: python35-3.5.8-2.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] [DLA 2280-1] python3.5 security update MLIST
CVE-2019-18348 Python Vulnerability in NetApp Products | NetApp Product Security CONFIRN
[SECURITY] Fedora 30 Update: python35-3.5.8-2.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: python36-3.6.11-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: python36-3.6.11-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: python35-3.5.8-2.fc30 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 31 Update: python35-3.5.8-2.fc31 - package-announce - Fedora Mailing-Lists

USN-4333-1: Python vulnerabilities | Ubuntu security notices UBUNTU
Oracle Critical Patch Update Advisory - October 2020 MISC

[security-announce] openSUSE-SU-2020:0696-1: moderate: Security update f SUSE
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/M34WOYCDKTDE5KLUACE2YIEH7D37KHRX/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/UESGYI5XDAHJBATEZN3MHNDUBDH47AS6/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/A5NSAX4SC3V64PGZUPH7PRDLSON34Q5A/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/M34WOYCDKTDE5KLUACE2YIEH7D37KHRX/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/4X3HW5JRZ7GCPSR7UHJOLD7AWLTQCDVR/
https://usn.ubuntu.com/4333-1/
https://www.oracle.com/security-alerts/cpuoct2020.html
http://lists.opensuse.org/opensuse-security-announce/2020-05/msg00041.html

USN-4333-2: Python vulnerabilities | Ubuntu security notices UBUNTU

[SECURITY] Fedora 31 Update: python36-3.6.11-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 29 Update: python35-3.5.8-2.fc29 - package-announce - Fedora Mailing-Lists FEDORA
1727276 — (CVE-2019-18348) CVE-2019-18348 python: CRLF injection via the host part of the url passed to urlopen() MISC

Issue 30458: [security][CVE-2019-9740][CVE-2019-9947] HTTP Header Injection (follow-up of CVE-2016-5699) - Python tracker ~ MISC

[SECURITY] Fedora 31 Update: python35-3.5.8-2.fc31 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 32 Update: python36-3.6.11-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296073 Oracle Solaris 11.4 Support Repository Update (SRU) 24.75.2 Missing (CPUJUL2020)

500588 Alpine Linux Security Update for python2

690464 Free Berkeley Software Distribution (FreeBSD) Security Update for python (2cb21232-fb32-11ea-a929-a4bf014bf5{7)
750463 OpenSUSE Security Update for python3 (openSUSE-SU-2020:2333-1)

750464 OpenSUSE Security Update for python3 (openSUSE-SU-2020:2332-1)

752957 SUSE Enterprise Linux Security Update for python3 (SUSE-SU-2022:4281-1)

900046 CBL-Mariner Linux Security Update for python3 3.7.9

903574 Common Base Linux Mariner (CBL-Mariner) Security Update for python3 (3518)
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