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Summary

CVE CVE-2019-18393

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-24 11:15:00 UTC

Updated 2020-08-07 01:15:00 UTC

Description PluginServlet.java in Ignite Realtime Openfire through 4.4.2 does not ensure that retrieved files are located under the Openfire home directory, aka a directory traversal vulnerability.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Igniterealtime Openfire All All All All

References

Reference Source

OF-1886: Plugin Servlet shouldn't provide access to any file on the host by guusdk · Pull Request #1498 · igniterealtime/Openfire · GitHub MISC

Vulnerabilities in the Openfire Admin Console – PT SWARM MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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