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CVE-2019-18397

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanvrcLrrnumsucisan Gertain versions of Debian Linux from Debian contain the foIIowing
: vulnerability:

A buffer overflow in the fribidi_get_par_embedding_levels_ex() function
in lib/fribidi-bidi.c of GNU FriBidi through 1.0.7 allows an attacker to
cause a denial of service or possibly execute arbitrary code by
delivering crafted text content to a user, when this content is then
rendered by an application that uses FriBidi for text layout calculations.
Examples include any GNOME or GTK+ based application that uses Pango for text layout, as
this internally uses FriBidi for bidirectional text layout. For example, the attacker can construct
a crafted text file to be opened in GEdit, or a crafted IRC message to be viewed in HexChat.

AV

CVE-2019-18397 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SBEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Taas Link


https://cve.report/
https://cve.report/CVE-2019-18397/mitre
https://cve.report/CVE-2019-18397/nist
https://cve.report/CVE-2019-18397/cve_org
https://cve.report/CVE-2019-18397.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

[SECURITY] Fedora 31 Update: fribidi- lists.fedoraproject.org FEDORA FEDORA-2019-7075bc4{f8
1.0.5-5.fc31 - package-announce - text/html
Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: fribidi- ~ FESE AT FEDORA FEDORA-2019-533a72fec5
1.0.5-5.fc30 - package-announce - text/html
Fedora Mailing-Lists

 listsfedoraproject.org
[ texthtm!
 lists.fedoraproject.org
 text/htmi |
Red Hat Customer Portal & REDHAT RHSA-2020:0291
Red Hat Customer Portal & REDHAT RHSA-2019:4361
Truncate isolate_level to m O MIsC
FRIBIDI_BIDI_MAX_EXPLICIT_LEVEL [T github.com/fribidi/fribidi/commit/034c6e9a1d296286305f4cfd1e0072b87¢
- fribidi/fribidi@034c6e9 - GitHub
CVE-2019-18397 (@ MISC security-tracker.debian.org/tracker/CVE-2019-18397
GNU FriBidi: Heap-based buffer EJ GENTOO GLSA-202003-41
overflow (GLSA 202003-41) — Gentoo
security
'[oss-security] CVE-2019-18397 - () MISC marc.info/?|=0ss-security&m=157322128105807&w=2
Stack buffer overflow in GNU FriBidi >=  [IFETT
1.0.0' - MARC
#944327 - fribidi: CVE-2019-18397 - (© CONFIRM bugs.debian.org/cgi-bin/bugreport.cgi?bug=944327
Debian Bug report logs
Red Hat Customer Portal & REDHAT RHSA-2019:4326
[ text/htm!

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

[

| Related QID Numbers

376906 Alibaba Cloud Linux Security Update for fribidi (ALINUX2-SA-2020:0004)

500193 Alpine Linux Security Update for fribidi
750026 SUSE Enterprise Linux Security Update for fribidi (SUSE-SU-2021:1655-1)
750202 OpenSUSE Security Update for fribidi (openSUSE-SU-2021:0763-1)

750783 OpenSUSE Security Update for fribidi (openSUSE-SU-2021:1655-1)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating Debian Debian Linux 10.0 All All All
System


https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/W5UJRTG32FDNI7T637Q6PZYL3UCRR5HR/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TFS3N6KKXPI6ATDNEUFRSLX7R6BOBNIP/
https://access.redhat.com/errata/RHSA-2020:0291
https://access.redhat.com/errata/RHSA-2019:4361
https://github.com/fribidi/fribidi/commit/034c6e9a1d296286305f4cfd1e0072b879f52568
https://security-tracker.debian.org/tracker/CVE-2019-18397
https://security.gentoo.org/glsa/202003-41
https://marc.info/?l=oss-security&m=157322128105807&w=2
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=944327
https://access.redhat.com/errata/RHSA-2019:4326
mailto:%20comment@cve.report
http://cve.report/qid/376906
http://cve.report/qid/500193
http://cve.report/qid/750026
http://cve.report/qid/750202
http://cve.report/qid/750783
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux

Operating Debian Debian Linux 8.0 All All All
System

Operating Debian Debian Linux 9.0 All All All
System
Operating Debian Debian Linux 10.0 All All All
System
Operating Debian Debian Linux 8.0 All All All
System
Operating Debian Debian Linux 9.0 All All All
System
Application Gnu Fribidi All All All All

cpe:2.3:0:debian:debian_linux:10.0:*:*: "

Wk kR kR ok ak,

cpe:2.3:0:debian:debian_linux:8.0:*:*:**:*:*:*:

cpe:2.3:0:debian:debian_linux:9.0:*:*:*:*:*:*:*:

Kk koK kR k.

cpe:2.3:0:debian:debian_linux:10.0:*:*:***:*:*:
cpe:2.3:0:debian:debian_linux:8.0:*:*:*:**:*:*:

cpe:2.3:0:debian:debian_linux:9.0:*:*:*:**

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://cve.report/software/gnu/fribidi
https://cve.report/CVE-2019-18396
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