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CVE-2019-18411

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanmvnneLrrursuctan Gertain versions of I\/Ianageengine Adselfservice Plus from ZOhOCOI’p
contain the following vulnerability:

Zoho ManageEngine ADSelfService Plus 5.x through 5803 has CSRF
on the users' profile information page. Users who are attacked with this
vulnerability will be forced to modify their enrolled information, such as
email and mobile phone, unintentionally. Attackers could use the reset
password function and control the system to send the authentication
code back to the channel that the attackers own.

\\&\

AV

CVE-2019-18411 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.8-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [SBEMEDIUM)
Access Access Authentication
Vector Complexity
TWORK (]
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Findings for CVE-2019-18411 - GitHub ) MISC gist.github.com/aliceicl/e32fb4a17277c7db9e0256 185ac03dae


https://cve.report/
https://cve.report/CVE-2019-18411/mitre
https://cve.report/CVE-2019-18411/nist
https://cve.report/CVE-2019-18411/cve_org
https://cve.report/CVE-2019-18411.pdf
http://cve.report/software/zohocorp/manageengine_adselfservice_plus
http://cve.report/vendor/zohocorp
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://gist.github.com/aliceicl/e32fb4a17277c7db9e0256185ac03dae

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Zohocorp Manageengine Adselfservice Plus 5.0 5000 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5001 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5002 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5010 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5011 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5020 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5021 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5022 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5030 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5032 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5040 All All
Application Zohocorp Manageengine Adselfservice Plus 5.0 5041 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5100 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5101 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5102 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5103 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5104 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5105 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5106 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5107 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5108 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5109 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5110 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5111 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5112 All All
Application Zohocorp Manageengine Adselfservice Plus 5.1 5113 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5114 All All
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KKk KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.2:5204:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.2:5206:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.2:5207:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5300:*:*:*:*:*:*:

R

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5301:*:*:*:*:*:*:

Kk kKK ak.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5305:*:*:*:*:*:*:

Sk kKK ok,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5306:*:*:*:*:*:*:

rna? VaznhnrAarn'mananaannina adealfeaniira nlitle:R A/RRANT7 -* % F ok k%



akLk kKK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5312:*:*:*:*:*:*:

akak kKK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5313:":*:*:*:*:*:

aKLk kKK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5314:*:*:*::*:*:

akLk kKKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5315:":*:*:*:*:*:

AkLk kKKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5317:%:*:*:*:*:*:

KLk kKKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5318:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5319:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5320:*:*:*:*:*:*:

RN T

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5322:*:*:*:*:*:*:

KKk kLR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5323:*:*:*:*:*:*:

KKk KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5324:*:*:*:*:*:*:

kKK Kk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5325:*:*:*:*:*:*:

Kk ak kR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5327:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5328:*:*:*:*:*:*:

Kk kKR ok,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5329:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5330:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5500:*:*:*:*:*:*:

Sk kKK ak.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5501 :*:*:*:*:*:*:

Sk kKK ok,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5502:*:*:*:*:*:*:



AKLk kKKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5509:*:*:*:*:*:*:

akLk kKK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5510:":*:*:*:*:*:

KLk Lk kKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5514:*:*:*:*:*:*:

KKk kLK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5515:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5516:*:*:*:*:*:*:

kKK KLk ok.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5517:*:*:*:*:*:*:

KKk akLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5519:*:*:*:*:*:*:

KKk KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5520:*:*:*:*:*:*:

kKK Kk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5521 "% :*:*:*:

Kk kKR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5600:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5602:*:*:*:*:*:*:

KKk KRk,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5603:*:*:*:*:*:*:

Kk ak kR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5604:*:*:*:*:*:*:

Kk kKR ok,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5605:*:*:*:*:*:*:

Sk ok akak ok,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5607:*:*:*:*:*:*:

Kk Lk akak k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.7:5702:*:*:*:*:*:*:



akak kKK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.8:5800::*:*:*:*:*:

akLk kKKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.8:5801:":*:*:*:*:*:

kKK kKR,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.0:5001:*:*:*:*:*:*:

KKk akuk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.0:5002:*:*:*:*:*:*:

KKk akLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.0:5021:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.0:5022:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.0:5030:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.0:5032:*:*:*:*:*:*:

Kk uk oKk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.0:5041:*:*:*:*:*:*:

Kk ak kR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.1:5100:*:*:*:*:*:*:

Kk koK kK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.1:5101:*:*:*:*:*:*:

KKk KRk,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.1:5102:*:*:*:*:*:*:

Sk kKR ok,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.1:5104:*:*:*:*:*:*:

Sk kKR ok,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.1:5105:*:*:*:*:*:*:



akLk kKK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.1:5112:%:*:*:*:*:*:

akLk kKKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.1:5113:":*:*::*:*:

akLk kKKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.1:5114:*:*:*:*:*:*:

kKK kLkk.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.2:5202:*:*:*:*:*:*:

kKK kLR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.2:5203:*:*:*:*:*:*:

KKk KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.2:5207:*:*:*:*:*:*:

kKK kR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5300:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5304:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5305:*:*:*:*:*:*:

Kk koK kK.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5306:*:*:*:*:*:*:

Kk kKR ok,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5307:*:*:*:*:*:*:



akLk KKk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5316:*:*:*:*:*:*:

akak kKK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5317:%:*:*::*:*:

akLk Lk kKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5318:*:*:*::*:*:

akak kKKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5319:*:*:*::*:*:

KKk kKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5321:":*:*:*:*:*:

KKk akLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5322:*:*:*:*:*:*:

kKK akukk.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5323:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5324:*:*:*:*:*:*:

KKk KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5328:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.3:5329:*:*:*:*:*:*:

Kk ak KRk,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5501 :*:*:*:*:*:*:

KKk oKk ok,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5502:*:*:*:*:*:*:



akak kKK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5513:*:*:*:*:*:*:

akLk kKK k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5514:*:*:*:*:*:*:

KLk Lk kKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5515:":*:*:*:*:*:

kKK kKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5516:*:*:*:*:*:*:

KLk Lk kKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5518:*:*:*:*:*:*:

KLk Lk kKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5519:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5520:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.5:5521:*:*:*:*:*:*:

KKk akLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5601:*:*:*:*:*:*:

kakak kKK,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5602:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5603:*:*:*:*:*:*:

Kk ak KLk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5604:*:*:*:*:*:*:

Kk uk kR k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5606:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.6:5607:*:*:*:*:*:*:

KKk oKk k.

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.7:5702:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.7:5704:*:*:*:*:*:*:



cpe:2.3:a:zohocorp:manageengine_adselfservice_plus:5.8:5803::*:*:*:*:*:

No vendor comments have been submitted for this CVE
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