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CVE-2019-18571

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssaomvancLrrLuiasceuan Gertain versions of Rsa Identlty Governance And Lifecycle from Dell
' contain the following vulnerability:

The RSA ldentity Governance and Lifecycle and RSA Via Lifecycle and
Governance products prior to 7.1.1 P03 contain a reflected cross-site
scripting vulnerability in the My Access Live module [MAL]. An
authenticated malicious local user could potentially exploit this
vulnerability by sending crafted URL with scripts. When victim users
access the module through their browsers, the malicious code gets injected and executed by
the web browser in the context of the vulnerable web application.

AV

CVE-2019-18571 has been assigned by () secure@dell.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: @) Dell - RSA Identity Governance & Lifecycle version < 7.1.0 P09, 7.1.1 P3

CVSS3 Score: [SHEMEDIUM)

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK LOW

Scope Confidentiality Integrity Availability

Impact Impact Impact

[ NONE |
CVSS2 Score: [355=LOW

Access Access Authentication

Vector Complexity

Confidentiality Integrity Availability

Impact Impact Impact

| CVE References


https://cve.report/
https://cve.report/CVE-2019-18571/mitre
https://cve.report/CVE-2019-18571/nist
https://cve.report/CVE-2019-18571/cve_org
https://cve.report/CVE-2019-18571.pdf
http://cve.report/software/dell/rsa_identity_governance_and_lifecycle
http://cve.report/vendor/dell
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

Description Tags Link

DSA-2019-164: RSA Identity Governance and Lifec... | RSA Link rsa MISC community.rsa.com/docs/DOC-109310

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Dell Rsa Identity Governance And Lifecycle 7.0 All All All
Application Dell Rsa Identity Governance And Lifecycle 7.0.1 All All All
Application Dell Rsa Identity Governance And Lifecycle 7.0.2 All All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 - All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 pO1 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p02 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p03 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p04 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p05 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p06 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p07 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p08 All All
Application Dell Rsa Identity Governance And Lifecycle 711 - All All
Application Dell Rsa Identity Governance And Lifecycle 7141 pO1 All All
Application Dell Rsa Identity Governance And Lifecycle 711 p02 All All
Application Dell Rsa Identity Governance And Lifecycle 7.0 All All All
Application Dell Rsa Identity Governance And Lifecycle 7.0.1 All All All
Application Dell Rsa Identity Governance And Lifecycle 7.0.2 All All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 - All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 pO1 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p02 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p03 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p04 All All
Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p05 All All

Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p06 All All
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Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p07 All All

Application Dell Rsa Identity Governance And Lifecycle 7.1.0 p08 All All
Application Dell Rsa Identity Governance And Lifecycle 711 - All All
Application Dell Rsa Identity Governance And Lifecycle 7141 p01 All All
Application Dell Rsa Identity Governance And Lifecycle 711 p02 All All

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.0:*:*:*:*:*:*:*:

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.0:-:*:*:**:*:*:

Skkakukakuk.

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.0:p02:*:*:*:*:*:*:

Skk ok ak k.

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.0:p03:*:*:*:*:*:*:

Skkakak k.

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.0:p04:*:*:*:*:*:*:

dkak ok akukak.

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.0:p05:*:*:*:*:*:*:

Skk ok kkuk,

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.0:p07:*:*:*:*:*:*:
cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.0:p08:*:*:*:*:*:*:
cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.1:-:****:*:*:

Skuk ok akkuk.

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.1:p01:*:*:*:**:*:

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.0:*:*:***:*:*:

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.0.1:

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.0.2:*:*: " :*:

o

cpe:2.3:a:dell:rsa_identity_governance_and_lifecycle:7.1.0:-:*:* "

rna 2 adall'rea idantihy anvarnanca and lifarucla 7 1 N-nNR-* > %% x 0.
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No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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