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Summary

CVE CVE-2019-18582

State PUBLIC

Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-18 19:15:00 UTC

Updated 2020-03-24 19:10:00 UTC

Description Dell EMC Data Protection Advisor versions 6.3, 6.4, 6.5, 18.2 versions prior to patch 83, and 19.1 versions prior to patch 71 contain a server-side template injection vulnerability in the REST API. A remote authenticated malicious user with administrative privileges may potentially exploit this vulnerability to inject malicious report generation scripts in the server. This may lead to OS command execution as the regular user runs the DPA service on the affected system.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Data Protection Advisor 18.1 All All All

Application Dell Emc Data Protection Advisor 18.2 - All All

Application Dell Emc Data Protection Advisor 19.1 - All All

Application Dell Emc Data Protection Advisor 6.3 All All All

Application Dell Emc Data Protection Advisor 6.4 All All All

Application Dell Emc Data Protection Advisor 6.5 All All All

Application Dell Emc Data Protection Advisor 18.1 All All All

Application Dell Emc Data Protection Advisor 18.2 - All All

Application Dell Emc Data Protection Advisor 19.1 - All All

Application Dell Emc Data Protection Advisor 6.3 All All All

Application Dell Emc Data Protection Advisor 6.4 All All All

Application Dell Emc Data Protection Advisor 6.5 All All All

Hardware Dell Emc Idpa Dp4400 - All All All

Hardware Dell Emc Idpa Dp4400 - All All All

Hardware Dell Emc Idpa Dp5800 - All All All

Hardware Dell Emc Idpa Dp5800 - All All All

Hardware Dell Emc Idpa Dp8300 - All All All
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Hardware Dell Emc Idpa Dp8300 - All All All

Hardware Dell Emc Idpa Dp8300 - All All All

Hardware Dell Emc Idpa Dp8800 - All All All

Hardware Dell Emc Idpa Dp8800 - All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.0 All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.1 All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.2 All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.3 All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.4 All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.0 All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.1 All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.2 All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.3 All All All

Operating System Dell Emc Integrated Data Protection Appliance Firmware 2.4 All All All

References

Reference Source Link Tags

DSA-2019-155: Dell EMC Data Protection Advisor Security Update for Multiple Vulnerabilities | Dell US MISC www.dell.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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