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Summary

CVE CVE-2019-18618

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-22 14:15:00 UTC

Updated 2020-07-30 19:26:00 UTC

Description Incorrect access control in the firmware of Synaptics VFS75xx family fingerprint sensors that include external flash (all versions prior to 2019-11-15) allows a local administrator or physical attacker to compromise the confidentiality of sensor data via injection of an unverified partition table.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Elitebook 1040 G4 - All All All

Hardware Hp Elitebook 1040 G4 - All All All

Operating System Hp Elitebook 1040 G4 Firmware All All All All

Operating System Hp Elitebook 1040 G4 Firmware All All All All

Hardware Hp Elitebook 1050 G1 - All All All

Hardware Hp Elitebook 1050 G1 - All All All

Operating System Hp Elitebook 1050 G1 Firmware All All All All

Operating System Hp Elitebook 1050 G1 Firmware All All All All

Hardware Hp Elitebook 735 G5 - All All All

Hardware Hp Elitebook 735 G5 - All All All

Operating System Hp Elitebook 735 G5 Firmware All All All All

Operating System Hp Elitebook 735 G5 Firmware All All All All

Hardware Hp Elitebook 735 G6 - All All All

Hardware Hp Elitebook 735 G6 - All All All

Operating System Hp Elitebook 735 G6 Firmware All All All All

Operating System Hp Elitebook 735 G6 Firmware All All All All

Hardware Hp Elitebook 745 G5 - All All All
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Hardware Hp Elitebook 745 G5 - All All All

Hardware Hp Elitebook 745 G5 - All All All

Operating System Hp Elitebook 745 G5 Firmware All All All All

Operating System Hp Elitebook 745 G5 Firmware All All All All

Hardware Hp Elitebook 745 G6 - All All All

Hardware Hp Elitebook 745 G6 - All All All

Operating System Hp Elitebook 745 G6 Firmware All All All All

Operating System Hp Elitebook 745 G6 Firmware All All All All

Hardware Hp Elitebook 755 G5 - All All All

Hardware Hp Elitebook 755 G5 - All All All

Operating System Hp Elitebook 755 G5 Firmware All All All All

Operating System Hp Elitebook 755 G5 Firmware All All All All

Hardware Hp Elitebook 830 G5 - All All All

Hardware Hp Elitebook 830 G5 - All All All

Operating System Hp Elitebook 830 G5 Firmware All All All All

Operating System Hp Elitebook 830 G5 Firmware All All All All

Hardware Hp Elitebook 830 G6 - All All All

Hardware Hp Elitebook 830 G6 - All All All

Operating System Hp Elitebook 830 G6 Firmware All All All All

Operating System Hp Elitebook 830 G6 Firmware All All All All

Hardware Hp Elitebook 836 G5 - All All All

Hardware Hp Elitebook 836 G5 - All All All

Operating System Hp Elitebook 836 G5 Firmware All All All All

Operating System Hp Elitebook 836 G5 Firmware All All All All

Hardware Hp Elitebook 836 G6 - All All All

Hardware Hp Elitebook 836 G6 - All All All

Operating System Hp Elitebook 836 G6 Firmware All All All All

Operating System Hp Elitebook 836 G6 Firmware All All All All

Hardware Hp Elitebook 840 G5 - All All All

Hardware Hp Elitebook 840 G5 - All All All

Operating System Hp Elitebook 840 G5 Firmware All All All All

Operating System Hp Elitebook 840 G5 Firmware All All All All

Hardware Hp Elitebook 840 G5 Healthcare Edition - All All All

Hardware Hp Elitebook 840 G5 Healthcare Edition - All All All

Operating System Hp Elitebook 840 G5 Healthcare Edition Firmware All All All All

Operating System Hp Elitebook 840 G5 Healthcare Edition Firmware All All All All
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Hardware Hp Elitebook 840 G6 - All All All

Hardware Hp Elitebook 840 G6 - All All All

Operating System Hp Elitebook 840 G6 Firmware All All All All

Operating System Hp Elitebook 840 G6 Firmware All All All All

Hardware Hp Elitebook 840 G6 Healthcare Edition - All All All

Hardware Hp Elitebook 840 G6 Healthcare Edition - All All All

Operating System Hp Elitebook 840 G6 Healthcare Edition Firmware All All All All

Operating System Hp Elitebook 840 G6 Healthcare Edition Firmware All All All All

Hardware Hp Elitebook 846 G5 - All All All

Hardware Hp Elitebook 846 G5 - All All All

Operating System Hp Elitebook 846 G5 Firmware All All All All

Operating System Hp Elitebook 846 G5 Firmware All All All All

Hardware Hp Elitebook 846 G5 Healthcare Edition - All All All

Hardware Hp Elitebook 846 G5 Healthcare Edition - All All All

Operating System Hp Elitebook 846 G5 Healthcare Edition Firmware All All All All

Operating System Hp Elitebook 846 G5 Healthcare Edition Firmware All All All All

Hardware Hp Elitebook 846 G6 - All All All

Hardware Hp Elitebook 846 G6 - All All All

Operating System Hp Elitebook 846 G6 Firmware All All All All

Operating System Hp Elitebook 846 G6 Firmware All All All All

Hardware Hp Elitebook 846 G6 Healthcare Edition - All All All

Hardware Hp Elitebook 846 G6 Healthcare Edition - All All All

Operating System Hp Elitebook 846 G6 Healthcare Edition Firmware All All All All

Operating System Hp Elitebook 846 G6 Healthcare Edition Firmware All All All All

Hardware Hp Elitebook 850 G5 - All All All
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Operating System Hp Elitebook 850 G5 Firmware All All All All

Operating System Hp Elitebook 850 G5 Firmware All All All All

Hardware Hp Elitebook 850 G6 - All All All

Hardware Hp Elitebook 850 G6 - All All All

Operating System Hp Elitebook 850 G6 Firmware All All All All

Operating System Hp Elitebook 850 G6 Firmware All All All All
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Hardware Hp Elitebook X360 1020 G2 - All All All

Operating System Hp Elitebook X360 1020 G2 Firmware All All All All

Operating System Hp Elitebook X360 1020 G2 Firmware All All All All
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Operating System Hp Elitebook X360 1020 G2 Firmware All All All All

Hardware Hp Elitebook X360 1030 G2 - All All All

Hardware Hp Elitebook X360 1030 G2 - All All All

Operating System Hp Elitebook X360 1030 G2 Firmware All All All All

Operating System Hp Elitebook X360 1030 G2 Firmware All All All All
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Operating System Hp Eliteone 1000 G2 Firmware All All All All

Hardware Hp Elite Slice - All All All

Hardware Hp Elite Slice - All All All

Operating System Hp Elite Slice Firmware All All All All

Operating System Hp Elite Slice Firmware All All All All

Hardware Hp Elite X2 1012 G2 - All All All

Hardware Hp Elite X2 1012 G2 - All All All

Operating System Hp Elite X2 1012 G2 Firmware All All All All

Operating System Hp Elite X2 1012 G2 Firmware All All All All

Hardware Hp Elite X2 1013 G3 - All All All

Hardware Hp Elite X2 1013 G3 - All All All

Operating System Hp Elite X2 1013 G3 Firmware All All All All

Operating System Hp Elite X2 1013 G3 Firmware All All All All

Hardware Hp Elite X2 G4 - All All All

Hardware Hp Elite X2 G4 - All All All

Operating System Hp Elite X2 G4 Firmware All All All All

Operating System Hp Elite X2 G4 Firmware All All All All

Hardware Hp Envy X360 - All All All

Hardware Hp Envy X360 - All All All

Operating System Hp Envy X360 Firmware All All All All

Operating System Hp Envy X360 Firmware All All All All

Hardware Hp Mt44 - All All All

Hardware Hp Mt44 - All All All

Operating System Hp Mt44 Firmware All All All All

Operating System Hp Mt44 Firmware All All All All

Hardware Hp Mt45 - All All All

Hardware Hp Mt45 - All All All

Operating System Hp Mt45 Firmware All All All All

Operating System Hp Mt45 Firmware All All All All

Hardware Hp Pavilion X360 - All All All

Hardware Hp Pavilion X360 - All All All

Operating System Hp Pavilion X360 Firmware All All All All

Operating System Hp Pavilion X360 Firmware All All All All

Hardware Hp Probook 430 G6 - All All All

Hardware Hp Probook 430 G6 - All All All
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