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Summary

CVE CVE-2019-18624

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-29 19:15:00 UTC

Updated 2023-11-07 03:06:00 UTC

Description Opera Mini for Android allows attackers to bypass intended restrictions on .apk file download/installation via an RTLO (aka Right to Left Override) approach, as demonstrated by misinterpretation of malicious%E2%80%AEtxt.apk as maliciouskpa.txt. This affects 44.1.2254.142553, 44.1.2254.142659, and 44.1.2254.143214.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opera Mini 44.1.2254.142553 All All All

Application Opera Mini 44.1.2254.142659 All All All

Application Opera Mini 44.1.2254.143214 All All All

Application Opera Mini 44.1.2254.142553 All All All

Application Opera Mini 44.1.2254.142659 All All All

Application Opera Mini 44.1.2254.143214 All All All

References

Reference

Illegal Rendered at Download Feature in Several Apps (including Opera Mini) that Lead to Extension Manipulation (with RTLO) | by YoKo Kho | InfoSec Write-ups | Medium

Illegal Rendered at Download Feature in Several Apps (including Opera Mini) that Lead to Extension Manipulation (with RTLO) | by YoKo Kho | InfoSec Write-ups | Medium

CVE-2019–18624 – Illegal Rendered at Download Feature in Several Apps (including Opera Mini) that Lead to Extension Manipulation (with RTLO) – Just Another Simple Write-Up

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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