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Summary

CVE CVE-2019-18666

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-15 18:15:00 UTC

Updated 2023-04-26 19:27:00 UTC

Description An issue was discovered on D-Link DAP-1360 revision F devices. Remote attackers can start a telnet service without authorization via an undocumented HTTP request. Although this is the primary vulnerability, the impact depends on the firmware version. Versions 609EU through 613EUbeta were tested. Versions through 6.12b01 have weak root credentials, allowing an attacker to gain remote root access. After 6.12b01, the root credentials were changed but the telnet service can still be started without authorization.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dap-1360 Revision F - All All All

Hardware D-link Dap-1360 Revision F - All All All

Operating System D-link Dap-1360 Revision F Firmware All All All All

Hardware Dlink Dap-1360 Revision F - All All All

Operating System Dlink Dap-1360 Revision F Firmware All All All All

References

Reference Source Link Tags

D-Link Technical Support MISC supportannouncement.us.dlink.com Patch, Vendor Advisory

Repository for disclosing CVE-2019-18666 (D-Link DAP-1360) MISC daschloer.github.io Exploit, Third Party Advisory

Repository for disclosing CVE-2019-18666 (D-Link DAP-1360) MISC c1a.eu Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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