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Summary

CVE CVE-2019-18790

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-22 17:15:00 UTC

Updated 2022-05-13 20:56:00 UTC

Description An issue was discovered in channels/chan_sip.c in Sangoma Asterisk 13.x before 13.29.2, 16.x before 16.6.2, and 17.x before 17.0.1, and Certified Asterisk 13.21 before cert5. A SIP request can be sent to Asterisk that can change a SIP peer's IP address. A REGISTER does not need to occur, and calls can be hijacked as a result. The only thing that needs to be known is the peer's name; authentication details such as passwords do not need to be known. This vulnerability is only exploitable when the nat option is set to the default, or auto_force_rport.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Digium Asterisk All All All All

Application Digium Asterisk All All All All

Application Digium Certified Asterisk 13.21.0 All All All

Application Digium Certified Asterisk 13.21.0 cert1 All All

Application Digium Certified Asterisk 13.21.0 cert2 All All

Application Digium Certified Asterisk 13.21.0 cert3 All All

Application Digium Certified Asterisk 13.21.0 cert4 All All

Application Digium Certified Asterisk 13.21.0 rc1 All All

Application Digium Certified Asterisk 13.21.0 All All All

Application Digium Certified Asterisk 13.21.0 cert1 All All

Application Digium Certified Asterisk 13.21.0 cert2 All All

Application Digium Certified Asterisk 13.21.0 cert3 All All

Application Digium Certified Asterisk 13.21.0 cert4 All All

Application Digium Certified Asterisk 13.21.0 rc1 All All
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Application Digium Certified Asterisk 13.21.0 rc1 All All

References

Reference Source Link Tags

[SECURITY] [DLA 2969-1] asterisk security update MLIST lists.debian.org

[SECURITY] [DLA 2017-1] asterisk security update MLIST lists.debian.org Mailing List, Third Party Advisory

Security Advisories | Asterisk.org MISC www.asterisk.org Vendor Advisory

AST-2019-006 MISC downloads.asterisk.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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