VE-2019-1881
Published on: 11/07/2019 12:00:00 AM UTC
Last Modified on: 02/20/2022 06:22:00 AM UTC

CVE-2019-18818

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanmvancLranunsucHian  Gertain versions of Strapi from Strapi contain the foIIowing
: vulnerability:

strapi before 3.0.0-beta.17.5 mishandles password resets within
packages/strapi-admin/controllers/Auth.js and packages/strapi-plugin-
users-permissions/controllers/Auth.js.

CVE-2019-18818 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Strapi 3.0.0-beta Authentication Bypass ~ Packet Storm 8 MISC
packetstormsecurity.com/files/163939/Strapi-3.0.0-
beta-Authentication-Bypass.html

Strapi CMS 3.0.0-beta.17.4 Remote Code Execution = E8 MISC


https://cve.report/
https://cve.report/CVE-2019-18818/mitre
https://cve.report/CVE-2019-18818/nist
https://cve.report/CVE-2019-18818/cve_org
https://cve.report/CVE-2019-18818.pdf
http://cve.report/software/strapi/strapi
http://cve.report/vendor/strapi
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://packetstormsecurity.com/files/163939/Strapi-3.0.0-beta-Authentication-Bypass.html

Packet Storm

Overview

Release v3.0.0-beta.17.5 - strapi/strapi - GitHub

Fix security issue with reset password by alexandrebodin -

Pull Request #4443 - strapi/strapi - GitHub

Strapi CMS 3.0.0-beta.17.4 Privilege Escalation ~ Packet
Storm

Third Party Advisory

text/html
Release Notes

Third Party Advisory

text/html

Third Party Advisory

text/html

packetstormsecurity.com

packetstormsecurity.com/files/163950/Strapi-CMS-
3.0.0-beta.17.4-Remote-Code-Execution.html

[ MISC www.npmijs.com/advisories/1311

) misC
github.com/strapi/strapi/releases/tag/v3.0.0-
beta.17.5

() MISC github.com/strapi/strapi/pull/4443

E8 MISC
packetstormsecurity.com/files/165896/Strapi-CMS-
3.0.0-beta.17.4-Privilege-Escalation.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

Related QID Numbers

981299 Nodejs (npm) Security Update for strapi (GHSA-6xc2-mj39-q599)

Known Affected Configurations (CPE V2.3)
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cpe:2.3:a:strapi:strapi:3.0.0:alpha10.1

akakukkakak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha10.2:*: """

cpe:2.3:a:strapi:strapi:3.0.0:alpha10.3:*:*:*:*:*:™:

akakukakakak.

cpe:2.3:a:strapi:strapi:3.0.0:alphat1.1: "

cpe:2.3:a:strapi:strapi:3.0.0:alphat1.2:%:*:*:*:

akkakakakak.

cpe:2.3:a:strapi:strapi:3.0.0:alphat11.3:%:":*:*:

dkkakkukuk.

cpe:2.3:a:strapi:strapi:3.0.0:alphat2:*:*:*:*:*:*:

dkakukakkuk.

cpe:2.3:a:strapi:strapi:3.0.0:alpha12.1:*:*:*:*:

akLkLk ok akuk.

cpe:2.3:a:strapi:strapi:3.0.0:alphat12.1.3:*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:strapi:strapi:3.0.0:alpha12.2:*:*:*:*:*::

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

3.0.0

All
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cpe:Z.3:astrapistrapl:d.0.0:alphalz.3:" """ "

cpe:2.3:a:strapi:strapi:3.0.0:alphal2.4:*:

ARk Lk akkak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha12.5:*: """

dkak kR kak.

cpe:2.3:a:strapi:strapi:3.0.0:alphal12.6:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alphat12.7: """

Kk kKR k.

cpe:2.3:a:strapi:strapi:3.0.0:alphat2.7.1 "

Lkuk kR kuk,

cpe:2.3:a:strapi:strapi:3.0.0:alphal3:*:*:*:*:*:*:

Kakuk kR k.

cpe:2.3:a:strapi:strapi:3.0.0:alpha13.0.1: "

cpe:2.3:a:strapi:strapi:3.0.0:alphat3.1: """

Sk ok ak Lk kak,

cpe:2.3:a:strapi:strapi:3.0.0:alphat4:*:*:**:*:*:

Rk kR akak.

cpe:2.3:a:strapi:strapi:3.0.0:alphat4.1: """

kakakakakak.

cpe:2.3:a:strapi:strapi:3.0.0:alphal4.1.1: "

cpe:2.3:a:strapi:strapi:3.0.0:alphal4.2:*:*:**:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha14.3:*:*:**:*:™:

cpe:2.3:a:strapi:strapi:3.0.0:alpha14.4.0:*:*: " "

cpe:2.3:a:strapi:strapi:3.0.0:alpha14.5:*: " " ™

dkkakkkak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha20:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha21:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha22:*:*:*:*:*:*:

dkkakakakak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha23:*:*:*:*:*:*:

dkakukakkuk.

cpe:2.3:a:strapi:strapi:3.0.0:alpha23.1:*:*:*:*:*::

dkk Lk kukuk.

cpe:2.3:a:strapi:strapi:3.0.0:alpha24:*:*:*:*:*:*:

akak Lk akkuk.

cpe:2.3:a:strapi:strapi:3.0.0:alpha24.1:*:*:*:*:*::

dkakakkkak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha25:*:*:*:*:*:*:



Rk kR akak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha25.1:*:*:**:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha25.2:*:*:*:*:*:*:

Lkak kR kuk.

cpe:2.3:a:strapi:strapi:3.0.0:alpha26:*:*:*:*:*:*:

dkak Lk akkak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha26.1:*:*:**:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha26.2:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alphad.8:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:a:strapi:strapi:3.0.0:alphab.3:*:*:*:*:*:*:

SRk kL kKK,

cpe:2.3:a:strapi:strapi:3.0.0:alphab.5:*:***:**:
cpe:2.3:a:strapi:strapi:3.0.0:alpha6.3:*:*:**:*:*:
cpe:2.3:a:strapi:strapi:3.0.0:alpha6.4:*:**:*:*:*:
cpe:2.3:a:strapi:strapi:3.0.0:alpha6.7:*:**:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha7.2:*:**:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha7.3:*:* "™

cpe:2.3:a:strapi:strapi:3.0.0:alpha9.1: """

cpe:2.3:a:strapi:strapi:3.0.0:alpha9.2:*:*:*:*:*:*:

akLk kKK k.

cpe:2.3:a:strapi:strapi:3.0.0:betal 0:*:*:*:*:*:*:

akLk kKKK,

cpe:2.3:a:strapi:strapi:3.0.0:betat 1:*:*:*:*:*:*:

akLk kKKK,

cpe:2.3:a:strapi:strapi:3.0.0:betat 2:*:*:*:*:*:*:

KLk Lk kKK,

cpe:2.3:a:strapi:strapi:3.0.0:betal 3:*:*:*:*:*:*:

AKLkLk kKK,

cpe:2.3:a:strapi:strapi:3.0.0:betal5:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:strapi:strapi:3.0.0:betal16:*:*:*:*:*:*:



cpe:2.3:a:strapi:strapi:3.0.0:beta16.1:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:strapi:strapi:3.0.0:beta16.2:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:beta16.3:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:strapi:strapi:3.0.0:beta16.4:*:*:*:**:*:

Sk kKKK,

cpe:2.3:a:strapi:strapi:3.0.0:beta16.5:*:**:**:*:

cpe:2.3:a:strapi:strapi:3.0.0:beta16.6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:strapi:strapi:3.0.0:betal6.7:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:beta16.8:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:a:strapi:strapi:3.0.0:betal7:*:*:*:*:*:*:

SRk ok oKk k.

cpe:2.3:a:strapi:strapi:3.0.0:betal7.1:*:**:**:*:

cpe:2.3:a:strapi:strapi:3.0.0:betal7.2:*:*:*:*:*:*:

kKoK kKK,

cpe:2.3:a:strapi:strapi:3.0.0:betal7.3:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:betal7.4:*:*:*:**:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha10.2:%:*:*:*:*::

akakakkakak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha10.3:*:":*:*:

dkukakkkak.

cpe:2.3:a:strapi:strapi:3.0.0:alphat 1% "

cpe:2.3:a:strapi:strapi:3.0.0:alphat1.1:%:*

dkak Lk akkuk.

cpe:2.3:a:strapi:strapi:3.0.0:alphat1.2:%:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alphat11.3:*:*:*:*:

Skk Lk kkuk.

cpe:2.3:a:strapi:strapi:3.0.0:alphai2:*: " :™:



cpe:2.3:a:strapi:strapi:3.0.0:alphal2.1:

KRk akakuk.

cpe:2.3:a:strapi:strapi:3.0.0:alphal12.1.3:*:*:*:*:*:*:
cpe:2.3:a:strapi:strapi:3.0.0:alphat2.2:*: """
cpe:2.3:a:strapi:strapi:3.0.0:alpha12.3:*: " ™
cpe:2.3:a:strapi:strapi:3.0.0:alphat12.4: """
cpe:2.3:a:strapi:strapi:3.0.0:alpha12.5:*:***:*:*:
cpe:2.3:a:strapi:strapi:3.0.0:alphal12.6:*:*:*:*:*:*:
cpe:2.3:a:strapi:strapi:3.0.0:alphat12.7: """

Kk koK akuk.

cpe:2.3:a:strapi:strapi:3.0.0:alphat2.7.1 "

KKk akak k.

cpe:2.3:a:strapi:strapi:3.0.0:alpha13.0.1:: " *:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha13.1: " ™

cpe:2.3:a:strapi:strapi:3.0.0:alphal4.1: " ™

cpe:2.3:a:strapi:strapi:3.0.0:alphal4.1.1: ="

cpe:2.3:a:strapi:strapi:3.0.0:alphal4.2:*: """

cpe:2.3:a:strapi:strapi:3.0.0:alpha14.3:*:*:*:*:*:™:

cpe:2.3:a:strapi:strapi:3.0.0:alpha14.4.0:*: "

cpe:2.3:a:strapi:strapi:3.0.0:alpha14.5: " ™

dkkakkukak.

cpe:2.3:a:strapi:strapi:3.0.0:alphat8:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:a:strapi:strapi:3.0.0:alphat 9:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha20:*:*:*:*:*:*:

dkk Lk k k.

cpe:2.3:a:strapi:strapi:3.0.0:alpha21:*:*:*:*:*:*:

dkak Lk kukak.

cpe:2.3:a:strapi:strapi:3.0.0:alpha23:*:*:*:*:*:*:



cpe:2.3:a:strapi:strapi:3.0.0:alpha23.1:*: "

cpe:2.3:a:strapi:strapi:3.0.0:alpha24:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha24.1:*:* """

cpe:2.3:a:strapi:strapi:3.0.0:alpha25:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha25.1:*:* """

cpe:2.3:a:strapi:strapi:3.0.0:alpha25.2:*:*:**:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha26:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha26.1:*:*:**:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha26.2:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alphad:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alphad.8:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alphab.3:*:**:*:**:

cpe:2.3:a:strapi:strapi:3.0.0:alphab.5:* " :*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha6.3:*:**:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha6.4:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha6.7:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha7.2:*: """

cpe:2.3:a:strapi:strapi:3.0.0:alpha7.3:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:alpha9.1: """

cpe:2.3:a:strapi:strapi:3.0.0:alpha9.2:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:beta0:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:betat :*:*:*:*:*:*:

coe:2.3:a:strapi:strani:3.0.0:betal 3:*:***:*:*:



KKk kLR k.

cpe:2.3:a:strapi:strapi:3.0.0:betal15:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:beta16:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:betal6.1:*:**:**:*:
cpe:2.3:a:strapi:strapi:3.0.0:beta16.2:*:*:*:*:*:*:
cpe:2.3:a:strapi:strapi:3.0.0:beta16.3:*:*:*:*:*:*:
cpe:2.3:a:strapi:strapi:3.0.0:betal6.4:*:*:*:*:*:*:
cpe:2.3:a:strapi:strapi:3.0.0:beta16.5:*:*:*:**:*:
cpe:2.3:a:strapi:strapi:3.0.0:beta16.6:*:*:*:*:*:*:
cpe:2.3:a:strapi:strapi:3.0.0:beta16.7:*:*:*:**:*:

SRk ok KKk,

cpe:2.3:a:strapi:strapi:3.0.0:beta16.8:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:betal7.1:*:*:*:* "

cpe:2.3:a:strapi:strapi:3.0.0:betal7.2:*:*:*:*:*:*:

cpe:2.3:a:strapi:strapi:3.0.0:betal7.3:":*:*:*:*:":

cpe:2.3:a:strapi:strapi:3.0.0:betal7.4:*:*:*:*

dkakakkakak.

cpe:2.3:a:strapi:strapi:3.0.0:beta9:*:*:*:*:*:*:

ARk kKK kKK,

cpe:2.3:a:strapi:strapi:*:*:*: "

No vendor comments have been submitted for this CVE

Social Mentions
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