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Summary

CVE CVE-2019-18849

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-11 04:15:00 UTC

Updated 2023-11-07 03:07:00 UTC

Description In tnef before 1.4.18, an attacker may be able to write to the victim's .ssh/authorized_keys file via an e-mail message with a crafted winmail.dat application/ms-tnef attachment, because of a heap-based buffer over-read involving strdup.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Tnef Project Tnef All All All All

Application Tnef Project Tnef All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 2005-1] tnef security update MLIST lists.debian.org

[SECURITY] Fedora 30 Update: tnef-1.4.18-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] [DLA 2748-1] tnef security update MLIST lists.debian.org

fix strdup() on possibly unterminated string by pauldreik · Pull Request #40 · verdammelt/tnef · GitHub MISC github.com Exploit, Patch, Third Party Advisory

USN-4524-1: TNEF vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[SECURITY] Fedora 31 Update: tnef-1.4.18-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Comparing 1.4.17...1.4.18 · verdammelt/tnef · GitHub MISC github.com Patch, Third Party Advisory

[SECURITY] Fedora 31 Update: tnef-1.4.18-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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[SECURITY] Fedora 30 Update: tnef-1.4.18-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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