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Summary

CVE CVE-2019-18912

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-09 15:15:00 UTC

Updated 2021-11-11 02:43:00 UTC

Description A potential security vulnerability has been identified for certain HP printers and MFPs with Troy solutions. For affected printers with FutureSmart Firmware bundle version 4.9 or 4.9.0.1 the potential vulnerability may cause instability in the solution.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Hp Futuresmart 4 All All All All

Hardware Hp Laserjet Enterprise Flow Mfp M527 F2a78v - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M527 F2a79a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M527 F2a80a - All All All

Hardware Hp Laserjet Enterprise M507 1pv86a - All All All

Hardware Hp Laserjet Enterprise M507 1pv87a - All All All

Hardware Hp Laserjet Enterprise M507 1pv89a - All All All

Hardware Hp Laserjet Enterprise M607 K0q14a - All All All

Hardware Hp Laserjet Enterprise M607 K0q15a - All All All

Hardware Hp Laserjet Enterprise M608 K0q17a - All All All

Hardware Hp Laserjet Enterprise M608 K0q18a - All All All

Hardware Hp Laserjet Enterprise M608 K0q19a - All All All

Hardware Hp Laserjet Enterprise M609 K0q20a - All All All

Hardware Hp Laserjet Enterprise M609 K0q21a - All All All

Hardware Hp Laserjet Enterprise M609 K0q22a - All All All

Hardware Hp Laserjet Enterprise M806 Cz244a - All All All

Hardware Hp Laserjet Enterprise M806 Cz245a - All All All
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Hardware Hp Laserjet Enterprise M806 Cz245a - All All All

Hardware Hp Laserjet Enterprise Mfp M527 F2a76a - All All All

Hardware Hp Laserjet Enterprise Mfp M527 F2a77a - All All All

Hardware Hp Laserjet Enterprise Mfp M527 F2a81a - All All All

Hardware Hp Laserjet Enterprise Mfp M528 1pv64a - All All All

Hardware Hp Laserjet Enterprise Mfp M528 1pv65a - All All All

Hardware Hp Laserjet Enterprise Mfp M528 1pv67a - All All All

References

Reference Source

HPSBPI03643 rev. 1 - Certain HP Enterprise Printers and MFP products - Potential instability of solution | HP® Customer Support MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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