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Summary

CVE CVE-2019-18914

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-09 15:15:00 UTC

Updated 2021-11-15 20:07:00 UTC

Description A potential security vulnerability has been identified for certain HP printers and MFPs that would allow redirection page Cross-Site Scripting in a client’s browser by clicking on a third-party malicious link.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Digital Sender Flow 8500 Fn2 Document Capture Workstation L2762a - All All All

Operating System Hp Futuresmart 3 All All All All

Operating System Hp Futuresmart 4 All All All All

Hardware Hp Laserjet Cm4540 Mfp Cc419a - All All All

Hardware Hp Laserjet Cm4540 Mfp Cc420a - All All All

Hardware Hp Laserjet Cm4540 Mfp Cc421a - All All All

Hardware Hp Laserjet Enterprises Cp5525 Ce707a - All All All

Hardware Hp Laserjet Enterprises Cp5525 Ce708a - All All All

Hardware Hp Laserjet Enterprises Cp5525 Ce709a - All All All

Hardware Hp Laserjet Enterprise 500 M551 Cf081a - All All All

Hardware Hp Laserjet Enterprise 500 M551 Cf082a - All All All

Hardware Hp Laserjet Enterprise 500 M551 Cf083a - All All All

Hardware Hp Laserjet Enterprise 500 Mfp M525f Cf116a - All All All

Hardware Hp Laserjet Enterprise 500 Mfp M525f Cf117a - All All All

Hardware Hp Laserjet Enterprise 500 Mfp M525f Cf118a - All All All

Hardware Hp Laserjet Enterprise 500 Mfp M575 Cd644a - All All All

Hardware Hp Laserjet Enterprise 500 Mfp M575 Cd645a - All All All
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Hardware Hp Laserjet Enterprise 500 Mfp M575 Cd645a - All All All

Hardware Hp Laserjet Enterprise 500 Mfp M575 Cd646a - All All All

Hardware Hp Laserjet Enterprise 600 M601 Ce989a - All All All

Hardware Hp Laserjet Enterprise 600 M601 Ce990a - All All All

Hardware Hp Laserjet Enterprise 600 M602 Ce991a - All All All

Hardware Hp Laserjet Enterprise 600 M602 Ce992a - All All All

Hardware Hp Laserjet Enterprise 600 M602 Ce993a - All All All

Hardware Hp Laserjet Enterprise 600 M603 Ce994a - All All All

Hardware Hp Laserjet Enterprise 600 M603 Ce995a - All All All

Hardware Hp Laserjet Enterprise 600 M603 Ce996a - All All All

Hardware Hp Laserjet Enterprise 700 M712 Cf235a - All All All

Hardware Hp Laserjet Enterprise 700 M712 Cf236a - All All All

Hardware Hp Laserjet Enterprise 700 M712 Cf238a - All All All

Hardware Hp Laserjet Enterprise 700 Mfp M775 Cc522a - All All All

Hardware Hp Laserjet Enterprise 700 Mfp M775 Cc523a - All All All

Hardware Hp Laserjet Enterprise 700 Mfp M775 Cc524a - All All All

Hardware Hp Laserjet Enterprise 700 Mfp M775 Cf304a - All All All

Hardware Hp Laserjet Enterprise 700 Mfp M775 L3u49a - All All All

Hardware Hp Laserjet Enterprise 700 Mfp M775 L3u50a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M525 Cf116a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M525 Cf117a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M525 Cf118a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M527z F2a76a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M527z F2a77a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M527z F2a78a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M527z F2a81a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M575 Cd644a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M575 Cd645a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M575 Cd646a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M577 B5l46a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M577 B5l47a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M577 B5l48a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M577 B5l54a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M630 B3g86a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M630 L3u62a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M630 P7z47a - All All All

http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_500_mfp_m575_cd646a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_600_m601_ce989a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_600_m601_ce990a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_600_m602_ce991a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_600_m602_ce992a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_600_m602_ce993a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_600_m603_ce994a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_600_m603_ce995a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_600_m603_ce996a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_700_m712_cf235a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_700_m712_cf236a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_700_m712_cf238a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_700_mfp_m775_cc522a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_700_mfp_m775_cc523a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_700_mfp_m775_cc524a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_700_mfp_m775_cf304a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_700_mfp_m775_l3u49a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_700_mfp_m775_l3u50a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m525_cf116a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m525_cf117a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m525_cf118a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m527z_f2a76a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m527z_f2a77a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m527z_f2a78a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m527z_f2a81a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m575_cd644a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m575_cd645a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m575_cd646a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m577_b5l46a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m577_b5l47a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m577_b5l48a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m577_b5l54a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m630_b3g86a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m630_l3u62a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_enterprise_flow_mfp_m630_p7z47a


Hardware Hp Laserjet Enterprise Flow Mfp M630 P7z48a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M631 J8j63a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M631 J8j64a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M631 J8j65a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M632 J8j70a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M632 J8j71a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M632 J8j72a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M633 J8j76a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M633 J8j78a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M680 Ca251a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M680 Cz248a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M680 Cz249a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M680 Cz250a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M681 J8a10a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M681 J8a11a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M681 J8a12a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M681 J8a13a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M682 J8a16a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M682 J8a17a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M776 T3u55a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M776 T3u56a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M830 Cf367a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M830 L3u65a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M880z A2w75a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M880z A2w76a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M880z D7p70a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M880z D7p71a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M880z L3u51a - All All All

Hardware Hp Laserjet Enterprise Flow Mfp M880z L3u52a - All All All

Hardware Hp Laserjet Enterprise M4555 Mfp Ce502a - All All All

Hardware Hp Laserjet Enterprise M4555 Mfp Ce503a - All All All

Hardware Hp Laserjet Enterprise M4555 Mfp Ce504a - All All All

Hardware Hp Laserjet Enterprise M4555 Mfp Ce738a - All All All

Hardware Hp Laserjet Enterprise M506 F2a66a - All All All

Hardware Hp Laserjet Enterprise M506 F2a67a - All All All

Hardware Hp Laserjet Enterprise M506 F2a68a - All All All
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Hardware Hp Laserjet Enterprise M506 F2a68a - All All All

Hardware Hp Laserjet Enterprise M506 F2a69a - All All All

Hardware Hp Laserjet Enterprise M506 F2a70a - All All All

Hardware Hp Laserjet Enterprise M506 F2a71a - All All All

Hardware Hp Laserjet Enterprise M507 1pu51a - All All All

Hardware Hp Laserjet Enterprise M507 1pu52a - All All All

Hardware Hp Laserjet Enterprise M507 1pv86a - All All All

Hardware Hp Laserjet Enterprise M507 1pv87a - All All All

Hardware Hp Laserjet Enterprise M507 1pv88a - All All All

Hardware Hp Laserjet Enterprise M507 1pv89a - All All All

Hardware Hp Laserjet Enterprise M552 B5l23a - All All All

Hardware Hp Laserjet Enterprise M553 B5l24a - All All All

Hardware Hp Laserjet Enterprise M553 B5l25a - All All All

Hardware Hp Laserjet Enterprise M553 B5l26a - All All All

Hardware Hp Laserjet Enterprise M553 B5l38a - All All All

Hardware Hp Laserjet Enterprise M553 B5l39a - All All All

Hardware Hp Laserjet Enterprise M553 Bl27a - All All All

Hardware Hp Laserjet Enterprise M604 E6b67a - All All All

Hardware Hp Laserjet Enterprise M604 E6b68a - All All All

Hardware Hp Laserjet Enterprise M605 E6b69a - All All All

Hardware Hp Laserjet Enterprise M605 E6b70a - All All All

Hardware Hp Laserjet Enterprise M605 E6b71a - All All All

Hardware Hp Laserjet Enterprise M605 L3u53a - All All All

Hardware Hp Laserjet Enterprise M605 L3u54a - All All All

Hardware Hp Laserjet Enterprise M606 E6b72a - All All All

Hardware Hp Laserjet Enterprise M606 E6b73a - All All All

Hardware Hp Laserjet Enterprise M607 K0q14a - All All All

Hardware Hp Laserjet Enterprise M607 K0q15a - All All All

Hardware Hp Laserjet Enterprise M608 K0q17a - All All All

Hardware Hp Laserjet Enterprise M608 K0q18a - All All All

Hardware Hp Laserjet Enterprise M608 K0q19a - All All All

Hardware Hp Laserjet Enterprise M608 M0p32a - All All All

Hardware Hp Laserjet Enterprise M609 K0q20a - All All All

Hardware Hp Laserjet Enterprise M609 K0q21a - All All All

Hardware Hp Laserjet Enterprise M609 K0q22a - All All All

Hardware Hp Laserjet Enterprise M651 Cz255a - All All All
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Hardware Hp Laserjet Enterprise M651 Cz256a - All All All

Hardware Hp Laserjet Enterprise M651 Cz257a - All All All

Hardware Hp Laserjet Enterprise M651 H0dc9a - All All All

Hardware Hp Laserjet Enterprise M651 L8z07a - All All All

Hardware Hp Laserjet Enterprise M652 J7z98a - All All All

Hardware Hp Laserjet Enterprise M652 J7z99a - All All All

Hardware Hp Laserjet Enterprise M653 J8a04a - All All All

Hardware Hp Laserjet Enterprise M653 J8a05a - All All All

Hardware Hp Laserjet Enterprise M653 J8a06a - All All All

Hardware Hp Laserjet Enterprise M750 D3l08a - All All All

Hardware Hp Laserjet Enterprise M750 D3l09a - All All All

Hardware Hp Laserjet Enterprise M750 D3l10a - All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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