
CVE-2019-18916
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-18916

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-09 14:15:00 UTC

Updated 2021-11-15 17:20:00 UTC

Description A potential security vulnerability has been identified for HP LaserJet Solution Software (for certain HP LaserJet Printers) which may lead to unauthorized elevation of privilege on the client.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Color Laserjet Pro Mfp M277 B3q10a - All All All

Operating System Hp Color Laserjet Pro Mfp M277 B3q10a Firmware All All All All

Hardware Hp Color Laserjet Pro Mfp M277 B3q10v - All All All

Operating System Hp Color Laserjet Pro Mfp M277 B3q10v Firmware All All All All

Hardware Hp Color Laserjet Pro Mfp M277 B3q11a - All All All

Operating System Hp Color Laserjet Pro Mfp M277 B3q11a Firmware All All All All

Hardware Hp Color Laserjet Pro Mfp M277 B3q11v - All All All

Operating System Hp Color Laserjet Pro Mfp M277 B3q11v Firmware All All All All

Hardware Hp Color Laserjet Pro Mfp M277 B3q17a - All All All

Operating System Hp Color Laserjet Pro Mfp M277 B3q17a Firmware All All All All

References

Reference Source

HPSBPI03653 rev. 1 - HP LaserJet Software Solution Elevation of Privilege for Certain HP LaserJet Printers | HP® Customer Support MISC
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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