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Summary

CVE CVE-2019-18917

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-16 20:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description A potential security vulnerability has been identified for certain HP Printers and All-in-Ones that would allow bypassing account lockout.

Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Deskjet Ink Advantage 5000 M2u86a - All All All

Hardware Hp Deskjet Ink Advantage 5000 M2u86a - All All All

Operating System Hp Deskjet Ink Advantage 5000 M2u86a Firmware All All All All

Operating System Hp Deskjet Ink Advantage 5000 M2u86a Firmware All All All All

Hardware Hp Deskjet Ink Advantage 5000 M2u89b - All All All

Hardware Hp Deskjet Ink Advantage 5000 M2u89b - All All All

Operating System Hp Deskjet Ink Advantage 5000 M2u89b Firmware All All All All

Operating System Hp Deskjet Ink Advantage 5000 M2u89b Firmware All All All All

Hardware Hp Envy 5000 M2u85a - All All All

Hardware Hp Envy 5000 M2u85a - All All All

Operating System Hp Envy 5000 M2u85a Firmware All All All All

Operating System Hp Envy 5000 M2u85a Firmware All All All All

Hardware Hp Envy 5000 M2u85b - All All All

Hardware Hp Envy 5000 M2u85b - All All All

Operating System Hp Envy 5000 M2u85b Firmware All All All All

Operating System Hp Envy 5000 M2u85b Firmware All All All All

Hardware Hp Envy 5000 M2u91a - All All All
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Hardware Hp Envy 5000 M2u91a - All All All

Hardware Hp Envy 5000 M2u91a - All All All

Operating System Hp Envy 5000 M2u91a Firmware All All All All

Operating System Hp Envy 5000 M2u91a Firmware All All All All

Hardware Hp Envy 5000 M2u94b - All All All

Hardware Hp Envy 5000 M2u94b - All All All

Operating System Hp Envy 5000 M2u94b Firmware All All All All

Operating System Hp Envy 5000 M2u94b Firmware All All All All

Hardware Hp Envy 5000 Z4a54a - All All All

Hardware Hp Envy 5000 Z4a54a - All All All

Operating System Hp Envy 5000 Z4a54a Firmware All All All All

Operating System Hp Envy 5000 Z4a54a Firmware All All All All

Hardware Hp Envy 5000 Z4a74a - All All All

Hardware Hp Envy 5000 Z4a74a - All All All

Operating System Hp Envy 5000 Z4a74a Firmware All All All All

Operating System Hp Envy 5000 Z4a74a Firmware All All All All

References

Reference Source Link Tags

HPSBPI03660 rev. 1 - HP Inkjet Printers Account Lockout Issue | HP® Customer Support MISC support.hp.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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