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Summary

CVE CVE-2019-1901

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-31 18:15:00 UTC

Updated 2023-03-03 17:46:00 UTC

Description A vulnerability in the Link Layer Discovery Protocol (LLDP) subsystem of Cisco Nexus 9000 Series Application Centric Infrastructure (ACI) Mode Switch Software could allow an adjacent, unauthenticated attacker to cause a denial of service (DoS) condition or execute arbitrary code with root privileges. The vulnerability is due to improper input validation of certain type, length, value (TLV) fields of the LLDP frame header. An attacker could exploit this vulnerability by sending a crafted LLDP packet to the targeted device. A successful exploit may lead to a buffer overflow condition that could either cause a DoS condition or allow the attacker to execute arbitrary code with root privileges. Note: This vulnerability cannot be exploited by transit traffic through the device; the crafted packet must be targeted to a directly connected interface. This vulnerability affects Cisco Nexus 9000 Series Fabric Switches in ACI mode if they are running a Cisco Nexus 9000 Series ACI Mode Switch Software release prior to 13.2(7f) or any 14.x release.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Nexus 93108tc-ex - All All All

Hardware Cisco Nexus 93108tc-ex - All All All

Hardware Cisco Nexus 93108tc-fx - All All All

Hardware Cisco Nexus 93108tc-fx - All All All

Hardware Cisco Nexus 93120tx - All All All

Hardware Cisco Nexus 93120tx - All All All

Hardware Cisco Nexus 93128tx - All All All

Hardware Cisco Nexus 93128tx - All All All

Hardware Cisco Nexus 93180lc-ex - All All All

Hardware Cisco Nexus 93180lc-ex - All All All

Hardware Cisco Nexus 93180yc-ex - All All All

Hardware Cisco Nexus 93180yc-ex - All All All

Hardware Cisco Nexus 93180yc-fx - All All All

Hardware Cisco Nexus 93180yc-fx - All All All

Hardware Cisco Nexus 93240yc-fx2 - All All All

Hardware Cisco Nexus 93240yc-fx2 - All All All

Hardware Cisco Nexus 9332c - All All All
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Hardware Cisco Nexus 9332c - All All All

Hardware Cisco Nexus 9332c - All All All

Hardware Cisco Nexus 9332pq - All All All

Hardware Cisco Nexus 9332pq - All All All

Hardware Cisco Nexus 9336c-fx2 - All All All

Hardware Cisco Nexus 9336c-fx2 - All All All

Hardware Cisco Nexus 9336pq - All All All

Hardware Cisco Nexus 9336pq - All All All

Hardware Cisco Nexus 9348gc-fxp - All All All

Hardware Cisco Nexus 9348gc-fxp - All All All

Hardware Cisco Nexus 9364c - All All All

Hardware Cisco Nexus 9364c - All All All

Hardware Cisco Nexus 9372px - All All All

Hardware Cisco Nexus 9372px - All All All

Hardware Cisco Nexus 9372px-e - All All All

Hardware Cisco Nexus 9372px-e - All All All

Hardware Cisco Nexus 9372tx - All All All

Hardware Cisco Nexus 9372tx - All All All

Hardware Cisco Nexus 9372tx-e - All All All

Hardware Cisco Nexus 9372tx-e - All All All

Hardware Cisco Nexus 9396px - All All All

Hardware Cisco Nexus 9396px - All All All

Hardware Cisco Nexus 9396tx - All All All

Hardware Cisco Nexus 9396tx - All All All

Hardware Cisco Nexus 9504 - All All All

Hardware Cisco Nexus 9504 - All All All

Hardware Cisco Nexus 9508 - All All All

Hardware Cisco Nexus 9508 - All All All

Hardware Cisco Nexus 9516 - All All All

Hardware Cisco Nexus 9516 - All All All

Operating System Cisco Nx-os All All All All

Operating System Cisco Nx-os All All All All

Operating System Cisco Nx-os All All All All

Operating System Cisco Nx-os All All All All

References

Reference Source Link

http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9332c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9332pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9332pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9336c-fx2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9336c-fx2
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9336pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9336pq
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9348gc-fxp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9348gc-fxp
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9364c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9364c
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372px
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372px
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372px-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372px-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372tx-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9372tx-e
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9396px
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9396px
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9396tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9396tx
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9504
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9504
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9508
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9508
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9516
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_9516
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os


Reference Source Link

Cisco Nexus 9000 Series ACI Mode Switch Software Link Layer Discovery Protocol Buffer Overflow Vulnerability CISCO tools.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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