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CVE-2019-19010

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assanvnncurmnumsuenaan — Gertain versions of Fedora from Fedoraproject contain the following
: vulnerability:

Eval injection in the Math plugin of Limnoria (before 2019.11.09) and
Supybot (through 2018-05-09) allows remote unprivileged attackers to
disclose information or possibly have unspecified other impact via the
calc and icalc IRC commands.

CVE-2019-19010 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

math eval vulnerability - [ Patch | ) MISC github.com/ProgVal/Limnoria/wiki/math-eval-vulnerability
ProgVal/Limnoria Wiki -

GitHub



https://cve.report/
https://cve.report/CVE-2019-19010/mitre
https://cve.report/CVE-2019-19010/nist
https://cve.report/CVE-2019-19010/cve_org
https://cve.report/CVE-2019-19010.pdf
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/ProgVal/Limnoria/wiki/math-eval-vulnerability

Math: Rewrite calc functions  [[ZTE0] ) MiIsC

with a proper evaluator. - github.com/ProgVal/Limnoria/commit/3848ae78de45b35c¢029cc333963d436b9d2f0a35
ProgVal/Limnoria@3848ae7 [T

- GitHub

[SECURITY] Fedora 31 FEDORA FEDORA-2019-7¢3227feab
Update: limnoria-20191109-

2.fc31 - package-announce

- Fedora Mailing-Lists

[SECURITY] Fedora 29 FEDORA FEDORA-2019-742811fc22
Update: limnoria-20191109-

2.fc29 - package-announce

- Fedora Mailing-Lists

[SECURITY] Fedora 30 FEDORA FEDORA-2019-789f4e5494
Update: limnoria-20191109-

2.fc30 - package-announce lists.fedoraproject.org

- Fedora Mailing-Lists

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

< i)

Related QID Numbers

981626 Python (pip) Security Update for limnoria (GHSA-6g88-vr3v-76mf)

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Fedoraproject Fedora 29 All All All
System
Operating Fedoraproject Fedora 30 All All All
System
Operating Fedoraproject Fedora 31 All All All
System
Operating Fedoraproject Fedora 29 All All All
System
Operating Fedoraproject Fedora 30 All All All
System
Operating Fedoraproject Fedora 31 All All All
System
Application Limnoria Project Limnoria All All All All
Application Limnoria Project Limnoria All All All All
cpe:2.3:0:fedoraproject:fedora:29:*:*: " :*:
cpe:2.3:0:fedoraproject:fedora:30:":*: " :*:
cpe:2.3:0:fedoraproject:fedora:31:*:*: " :*:
cpe:2.3:0:fedoraproject:fedora:29:*:*: " :*:



https://github.com/ProgVal/Limnoria/commit/3848ae78de45b35c029cc333963d436b9d2f0a35
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DRNOUHFEN75QAIKT4Y3HDN3TT5LSIWN2/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5P2AGND54UIJV3WHOYO2YINIXSDGAAPO/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/54CQM2TEXRADLE77VOMCPHL5PBHR3ZWJ/
mailto:%20comment@cve.report
http://cve.report/qid/981626
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/limnoria_project
http://cve.report/software/limnoria_project/limnoria
http://cve.report/vendor/limnoria_project
http://cve.report/software/limnoria_project/limnoria

cpe:2.3:0:fedoraproject:fedora:30:*:*:*:*:*:*:*:

cpe:2.3:a:limnoria_project:limnoria:*:*:*:*:*:*:*:*:

cpe:2.3:a:limnoria_project:limnoria:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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