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Summary

CVE CVE-2019-19026

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-20 03:15:00 UTC

Updated 2021-05-21 16:08:00 UTC

Description Cloud Native Computing Foundation Harbor prior to 1.8.6 and 1.9.3 allows SQL Injection via project quotas in the VMware Harbor Container Registry for the Pivotal Platform.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Harbor All All All All

Application Linuxfoundation Harbor All All All All

Application Pivotal Vmware Harbor Registry - All All All

Application Pivotal Vmware Harbor Registry - All All All

References

Reference Source

Security Advisories · goharbor/harbor · GitHub MISC

SQL Injection via project quotas (CVE-2019-19026) · Advisory · goharbor/harbor · GitHub MISC

CVE-2019-19026: SQL Injection via project quotas in VMware Harbor Container Registry for Pivotal Platform | Security | VMware Tanzu CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982564 Go (go) Security Update for github.com/goharbor/harbor (GHSA-w4x5-jqq4-qc8x)
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