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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-18 06:15:00 UTC
Updated 2023-11-07 03:07:00 UTC
Description A memory leak in the crypto_report() function in crypto/crypto_user_base.c in the Linux kernel through 5.3.11 allows attack
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Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Linux Linux Kernel All All All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.1 All All All
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Operating System Redhat Enterprise Linux 7.0 All
Operating System Redhat Enterprise Linux 8.0 All
Operating System Redhat Enterprise Linux 7.0 All
Operating System Redhat Enterprise Linux 8.0 All
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November 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security
Bugtragq: [slackware-security] Slackware 14.2 kernel (SSA:2020-008-01)

crypto: user - fix memory leak in crypto_report - torvalds/linux@ffdde59 - GitHub

USN-4284-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] [DLA 2114-1] linux-4.9 security update
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USN-4254-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

[security-announce] openSUSE-SU-2019:2675-1: important: Security update

USN-4254-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices | Ubuntu
Slackware Security Advisory - Slackware 14.2 kernel Updates ~ Packet Storm

USN-4287-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 30 Update: kernel-5.3.12-200.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2068-1] linux security update
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159684 Oracle Enterprise Linux Security Update for kernel (ELSA-2020-4431)

940256 AlmalLinux Security Update for kernel (ALSA-2020:4431)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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