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CVE CVE-2019-19073
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2019-11-18 06:15:00 UTC
Updated 2023-11-07 03:07:00 UTC
Description Memory leaks in drivers/net/wireless/ath/ath9k/htc_hst.c in the Linux kernel through 5.3.11 allow attackers to cause a denia
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Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Operating System Fedoraproject Fedora 30 All
Operating System Fedoraproject Fedora 31 All
Operating System Fedoraproject Fedora 30 All
Operating System Fedoraproject Fedora 31 All
Operating System Linux Linux Kernel All All
Operating System Opensuse Leap 15.1 All
Operating System Opensuse Leap 15.1 All

Edition Language
All All
All All
All All
All All
All All
All All
All All

References

Reference

November 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security
[SECURITY] [DLA 2420-2] linux regression update

USN-4526-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 31 Update: kernel-5.3.12-300.fc31 - package-announce - Fedora Mailing-Lists
USN-4527-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 30 Update: kernel-5.3.12-200.fc30 - package-announce - Fedora Mailing-Lists

[security-announce] openSUSE-SU-2019:2675-1: important: Security update
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UBUNTU

SUSE

Link Te
security.netapp.com Tt
lists.debian.org
usn.ubuntu.com
lists.fedoraproject.org Tt
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lists.fedoraproject.org

lists.opensuse.org Tk
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https://cve.report/CVE-2019-19073/mitre
https://cve.report/CVE-2019-19073/nist
https://cve.report/CVE-2019-19073/cve_org
https://cve.report/CVE-2019-19073.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://security.netapp.com/advisory/ntap-20191205-0001/
https://lists.debian.org/debian-lts-announce/2020/10/msg00034.html
https://usn.ubuntu.com/4526-1/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/PY7LJMSPAGRIKABJPDKQDTXYW3L5RX2T/
https://usn.ubuntu.com/4527-1/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/O3PSDE6PTOTVBK2YTKB2TFQP2SUBVSNF/
http://lists.opensuse.org/opensuse-security-announce/2019-12/msg00029.html

ath9k_htc: release allocated buffer if timed out - torvalds/linux@853acf7 - GitHub MISC github.com Pe

[SECURITY] Fedora 30 Update: kernel-5.3.12-200.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org TF

[SECURITY] Fedora 31 Update: kernel-5.3.12-300.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] [DLA 2420-1] linux security update MLIST lists.debian.org

Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.com

CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377053 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2022:0028)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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