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Summary

CVE CVE-2019-19161

State PUBLIC

Assigner vuln@krcert.or.kr

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-30 14:15:00 UTC

Updated 2020-07-07 14:49:00 UTC

Description CyMiInstaller322 ActiveX which runs MIPLATFORM downloads files required to run applications. A vulnerability in downloading files by CyMiInstaller322 ActiveX caused by an attacker to download randomly generated DLL files and MIPLATFORM to load those DLLs due to insufficient verification.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cymiinstaller322 Activex Project Cymiinstaller322 Activex All All All All

Operating System Microsoft Windows 10 - All All All

Operating System Microsoft Windows 10 - All All All

Operating System Microsoft Windows 7 - All All All

Operating System Microsoft Windows 7 - All All All

Operating System Microsoft Windows 8 - All All All

Operating System Microsoft Windows 8 - All All All

References

Reference Source Link Tags

TOBESOFT MISC www.tobesoft.com Third Party Advisory

KrCERT/CC - KISA ��� ����&KrCERT MISC www.boho.or.kr Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Jeongun Baek

https://cve.report/
https://cve.report/CVE-2019-19161/mitre
https://cve.report/CVE-2019-19161/nist
https://cve.report/CVE-2019-19161/cve_org
https://cve.report/api/cve/CVE-2019-19161.json
https://cve.report/CVE-2019-19161.pdf
http://cve.report/vendor/cymiinstaller322_activex_project
http://cve.report/software/cymiinstaller322_activex_project/cymiinstaller322_activex
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_10
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_10
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_7
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_7
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_8
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_8
https://www.tobesoft.com/Index.do
https://www.boho.or.kr/krcert/secNoticeView.do?bulletin_writing_sequence=35479
https://www.cve.org/CVERecord?id=CVE-2019-19161
https://nvd.nist.gov/vuln/detail/CVE-2019-19161


LEGACY: Jeongun Baek

There are currently no legacy QID mappings associated with this CVE.
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