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Summary

CVE CVE-2019-19192

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-12 19:15:00 UTC

Updated 2020-02-26 17:43:00 UTC

Description The Bluetooth Low Energy implementation on STMicroelectronics BLE Stack through 1.3.1 for STM32WB5x devices does not properly handle consecutive Attribute Protocol (ATT) requests on reception, allowing attackers in radio range to cause an event deadlock or crash via crafted packets.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware St Bluenrg-2 - All All All

Hardware St Bluenrg-2 - All All All

Application St Bluenrg-2 All All All All

Hardware St Wb55 - All All All

Hardware St Wb55 - All All All

Application St Wb55 All All All All

References

Reference Source Link Tags

ASSET Research Group: SweynTooth MISC asset-group.github.io Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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