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A vulnerability in Cisco Small Business SPA500 Series IP Phones could allow a physically proximate attacker to execute ar
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NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware

Hardware

Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Product
Spa500ds

Spa500ds

Spa500ds Firmware

Spa500s
Spa500s
Spa500s Firmware
Spa501g
Spa501g
Spa501g Firmware
Spa502¢g
Spab502¢g
Spa502¢g Firmware
Spa504g
Spa504¢g
Spa504g Firmware
Spa508g

Spa508g

Version

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2019-1923/mitre
https://cve.report/CVE-2019-1923/nist
https://cve.report/CVE-2019-1923/cve_org
https://cve.report/CVE-2019-1923.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa500ds
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa500ds
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa500ds_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa500s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa500s
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa500s_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa501g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa501g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa501g_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa502g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa502g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa502g_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa504g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa504g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa504g_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa508g
http://cve.report/vendor/cisco
http://cve.report/software/cisco/spa508g

Operating System Cisco Spa508g Firmware All All All All
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Reference Source Link Tags
Cisco Small Business SPA500 Series IP Phones Local Command Execution Vulnerability CISCO tools.cisco.com Vendor Ac
109294 BID www.securityfocus.com  Third Part
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,

4]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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