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Summary

CVE CVE-2019-1924

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-07 22:15:00 UTC

Updated 2023-03-03 18:08:00 UTC

Description Multiple vulnerabilities in Cisco Webex Network Recording Player for Microsoft Windows and Cisco Webex Player for Microsoft Windows could allow an attacker to execute arbitrary code on an affected system. The vulnerabilities exist because the affected software improperly validates Advanced Recording Format (ARF) and Webex Recording Format (WRF) files. An attacker could exploit these vulnerabilities by sending a user a malicious ARF or WRF file through a link or email attachment and persuading the user to open the file with the affected software on the local system. A successful exploit could allow the attacker to execute arbitrary code on the affected system with the privileges of the targeted user.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Webex Business Suite All All All All

Application Cisco Webex Business Suite All All All All

Application Cisco Webex Meetings Online All All All All

Application Cisco Webex Meetings Online All All All All

Application Cisco Webex Meetings Server 2.8 All All All

Application Cisco Webex Meetings Server 3.0 All All All

Application Cisco Webex Meetings Server 3.0mr2 All All All

Application Cisco Webex Meetings Server 4.0 All All All

Application Cisco Webex Meetings Server 2.8 All All All

Application Cisco Webex Meetings Server 3.0 All All All

Application Cisco Webex Meetings Server 3.0mr2 All All All

Application Cisco Webex Meetings Server 4.0 All All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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