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CVE CVE-2019-19241
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-17 20:15:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description In the Linux kernel before 5.4.2, the io_uring feature leads to requests that inadvertently have UID 0 and full capabilities, ak

/ |
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Reference Source Link Tags
USN-4284-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
cdn.kernel.org/pub/linux/kernel/v5.x/ChangelLog-5.4.2 MISC cdn.kernel.org Mailing List,
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org Patch, Vend

December 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org Patch, Vend
1975 - project-zero - Project Zero - Monorail MISC bugs.chromium.org  Mailing List,
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, a

4 |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2019-19241/mitre
https://cve.report/CVE-2019-19241/nist
https://cve.report/CVE-2019-19241/cve_org
https://cve.report/CVE-2019-19241.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://usn.ubuntu.com/4284-1/
https://cdn.kernel.org/pub/linux/kernel/v5.x/ChangeLog-5.4.2
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=d69e07793f891524c6bbf1e75b9ae69db4450953
https://security.netapp.com/advisory/ntap-20200103-0001/
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=181e448d8709e517c9c7b523fcd209f24eb38ca7
https://bugs.chromium.org/p/project-zero/issues/detail?id=1975
https://www.cve.org/CVERecord?id=CVE-2019-19241
https://nvd.nist.gov/vuln/detail/CVE-2019-19241

377065 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2020:0113)
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